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SECTION Al
INTRODUCTION

Al.l SCOPE
Appendix Al contains definitions for the variousifigd Capabilities (UC) systems, subsystems,
and components, along with acronyms and abbremstised within the entire Unified
| Capabilities Requirement® 20368 (UCR 2008010.
Al.2 APPENDIX Al OVERVIEW
This appendix consists of four sections as follows:
e Section Al describes the scope of this appendix.

e Section A2 contains a glossary describing the teology used within the
UCR 2010.

e Section A3 lists the abbreviations and acronyms waéhin the UCR 2010.

e Section A4 contains the references used withirl@& 2010.
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SECTION A2
GLOSSARY AND TERMINOLOGY DESCRIPTION

A2.1 OVERVIEW

This glossary defines terms as they apply to th®2Q10. It is understood that other
documents or organizations may define the ternisréifitly. These terminology definitions are
not requirements and are defined to provide coritex requirement in the UCR 2010.

ABCDEEGHIJKLMNOPQRSTUVW

A

Add-On Transfer and Conference Calling A feature set that provides the user with the
capabilities to handle more than one call at a tmea given line.

Admission Control The process by which flows are allowed to enteetavork based on their
level of quality of service.

Aggregate Service ClassAn aggregation of service classes based on atedlset of quality of
service criteria.

Appliance A hardware platform with its supporting softw#nat performs a single function or
multiple functions.

Application Layer Control Protocol See Call Control.

Approved Products List (APL) A list of products that have received Joint loferability
Certification (JIC) and Information Assurance Aditation (IAA) from the Defense
Information System Network (DISN) Designated Apmbsuthorities (DAAS) in accordance
with the Department of Defense Instruction (DoD1P8.3. The list is published on the Joint
Interoperability Test Command (JITC) home pagep(Hiitc.fhu.disa.mil/tssi/apl.html).

Approved Products List System Under Test (SUT)The set of appliances required to meet a
Defense Switched Network (DSN) switch certificat{@e., multifunction switch (MFS), end
office). Examples of a SUT include Time DivisioruMplexing (TDM) or circuit switch
components, Voice over Internet Protocol (VolPeyscomponents (e.g., Local Session
Controller (LSC) and gateway), local area netwda&N) components (e.g., routers and
Ethernet switches), and end instruments.

A-3



Appendix Al — Definitions, Abbreviations and Acromgs, and References
Section A2 — Glossary and Terminology Description

Assured Forwarding (AF) Provides delivery of Internet Protocol (IP) packetfour
independently forwarded AF classes. Within eaclchaSs, an IP packet can be assigned one of
three different levels of drop precedence. In @dsmngestion, the drop precedence of a packet
determines the relative importance of the pack#tiwthe AF class. A congested Differentiated
Services (DS) node tries to protect packets withweer drop precedence value from being lost
by preferably discarding packets with a higher duogcedence value. A DS node must allocate
forwarding resources (i.e., buffer space and badthyito AF classes so that, under reasonable
operating conditions and traffic loads, packetar®F class x do not have a higher probability
of timely forwarding than packets of an AF claséwis less thany. [RFC 2597]

Assured Service The ability of a system to optimize session catiph rates for all
IMMEDIATE/PRIORITY (I/P) users despite degradatioecause of network disruptions,
natural disasters, or surges during crisis or war.
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Assured Services Admission Control (ASAC)A process by which the quality of service
requirements of a higher precedence service withbeat the expense of a lower precedence
service if the network conditions do not allow niregtquality of service requirements of all
services.

Assured Services Local Area Network (ASLAN)The Internet Protocol (IP) network
infrastructure components used to provide commaidcantrol voice services to end users. It
applies to switch certifications for Multifuncti®witches, End Office Switches, Small End
Office Switches, and Private Branch Exchange 1,tarmrtifications for Local Session
Controllers, Multifunction Softswitches, and Softkles. A local area network that supports
IMMEDIATE/PRIORITY (I/P) users is considered an ASN. The ASLAN has two
configurations depending on whether it supportauBers or FLASH/FLASH OVERRIDE
(F/FO) users. An ASLAN that supports I/P userdassified a Medium Availability ASLAN
and the primary requirements that differentiateain a non-ASLAN are that it requires a 2-hour
power backup capability for all ASLAN componentsaitidition to providing 0.99997 reliability.
An ASLAN that supports F/FO users is classifiedighHAvailability ASLAN and the primary
requirements that differentiate it from a Mediumaflability ASLAN are that it requires an 8-
hour power backup capability for all ASLAN compoteim addition to providing 0.99999
reliability.

Assured Services Session Initiation Protocol (AS-B) A session signaling protocol consisting
of a defined set of Session Initiation Protocohsighg standards and incorporating DoD
Assured Service functionality.

Assured Services Session Initiation Protocol (AS-B) End Instrument (AEI) A user
appliance that interacts with an associated sejpmjance using the AS-SIP to originate,
accept, and/or terminate a voice, video, and/a dassion(s).

Assured Services Session Initiation Protocol (AS-B) Signaling Appliance Any DoD
signaling appliance (exclusive of end instrumetttaj supports the receipt, processing, or
forwarding of AS-SIP messages. These appliance¥ dédpport the receipt and forwarding of
encapsulated Integrated Services Digital NetworgrBart (ISUP) Multipurpose Internet Mail
Extension (MIME) objects.

Audio Add-On A feature that allows a participant to join a videonference via audio
(telephone) only.

Automated Receiving Devices (ARD)A family of automated devices, which are customer
premises equipment or network elements, that atatththe receiving end of a telephone call.
Typical ARDs will have an automatic call distribati front-end, which could be as simple as a
gueue that handles incoming calls on a first cansé $erve basis. More complex ARDs can be
full function Automatic Call Distributors that alseclude predetermined schemes and route calls
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based on routing criteria and, quite often, dataltesdling instructions. Once in queue, if the
call is not answered in a specified amount of tand the caller had not terminated the call,
ARD can terminate the call or send the call to heotocation. Usually the ARD invokes a
network carrier-based “take back and transferhwdlternative location. Automated Receiving
Devices do not originate calls to the network.

Avalilability The fraction of the time the system is availabla service user’s requests. The
time during which the system is unavailable isezhlowntime; the time during which the
system is available is called uptime. In IntefPeitocol (IP) terms, it is the percentage of time

that the packet loss is less than the threshdiEHp-v3-QoS(TF30GESR]

B

Back-to-Back User Agent (B2BUA) “A back-to-back user agent (B2BUA) is a logicatity

that receives a request and processes it as ageser server (UAS). In order to determine how
the request should be answered, it acts as a gseet eient (UAC) and generates requests.
Unlike a proxy server, it maintains dialog state amust participate in all requests sent on the
dialogs it has established. Since it is a conediten of a UAC and UAS, no explicit definitions
are needed for its behavior.” [RFC 3261]

Blocking The process by which a message is denied enaryatwork that is caused by a lack
of resources in the network.

C

Call A message that is subject to Call Admission Gomr Session Admission Control. A
Voice over Internet Protocol (IP) or Video overd&ll that is placed or answered by a
Proprietary End Instrument or Assured ServicesiSedasitiation Protocol (AS-SIP) End
Instrument end user.

Call Admission Control (CAC) A process in which a call is accepted or denr@dygblocked)
to a network based on the network’s ability to pdewesources to support the quality of service
requirements for the call.

Call Connection Agent (CCA) The CCA is part of the Session Control and Siggaiunctions
and includes both the Interworking Function andNtezlia Gateway Controller. As a result, the
scope of the CCA includes the following areas:
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e Control of Assured Services Session Initiation &cot (AS-SIP) sessions
within the network appliance

e Support for public switched telephone network (P$ahd Voice over IP
(VolP) signaling protocols

e Protocol interworking of signaling protocols (fotaanple, AS-SIR~> DoD
Common Channel Signaling System No. 7 interworkthgdugh the CCA
IWF control of Media Gateways that link the netwagkpliance with Time
Division Multiplexing network elements

e Support for interactions with other network apptiafiunctions

e Support for assureebak-timeservicefARTS)}voiceeallsandARTSvideo |
calls

e Support forassured serviceSRFS-user features and services |

Call Control Establishes, modifies, and terminates sessiogs (eultimedia conferences). It
can invite participants to existing sessions, sagmulticast conferences. [Referred to as
Application Layer Control Protocol in RFC 3261.]

Call Forwarding Variable This feature allows ROUTINE precedence callsnapting to
terminate to a line to be redirected to anothetarusr-specified line served by the same office
or by another office for Defense Switched Netwankl/ar commercial.

Call Hold A feature that provides the capability for them® hold a call for an extended
period, and then return to the call, with or withowaking another call.

Call Stateful A proxy is call stateful if it retains state fadialog from the initiating INVITE to
the terminating BYE request. A call stateful proagylways transaction stateful, but the
converse is not necessarily true. [RFC 3261]

Call Waiting A feature whereby a line in the talking statalexted by a call waiting tone when
another call is attempting to complete to that.lifidne call waiting tone is only audible to the
line with the Call Waiting feature activated. Ahbh ringing is returned to the originating line.

Cancel Call Waiting A feature that allows the customer with Call Whgtservice to inhibit the
operation of call waiting for one call.

Certificate Path A sequence of certificates that connect the targeificate to one of the
relying party’s trust points. Construction of {h&h is known as path development and
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verification of that path provides a chain of traat is known as path processing. A target
certificate belongs to an end-entity that eithert sesigned message to the relying party or to
which the relying party desires to send an encoyptessage. This is also called a certificate
chain.

Certificate Trust List (CTL) A predefined list of items that have been sigoga trusted
entity. All items in the list are authenticatedlapproved for use by the signing entity.

Chat The capability for two or more users operatingldferent computers to exchange text
messages in real time. Chat is distinguished fr@tant messaging (IM) by being focused on
group chat, or room-based chat. Typically, roomsigéence is a key feature of multiuser chat;
in contrast with typically ad hoc IM capabilities.

Circuit Emulation Service (CES) over Internet Protccol (IP) Circuit Emulation Service over
IP is trunking of time division multiplexing (TDMjata between IP points. Circuit Emulation
Service over IP provides a method to transport TDET3/E3 streams over an IP network. The
service is similar to CES over asynchronous transfede (ATM) that has been in the industry
for some time but the transport layer is IP. Tineutt may include compression, which may
include silence suppression, and echo cancellafitve CES over IP is also known as Circuit
Emulation Service over Packet.

Classifier An entity that selects packets based on the nbofepacket headers according to
defined rules. [RFC 2475]

codec Acronym for Coder/Decoder. In video teleconferaggian electronic device that
converts analog signals, typically video and/ocepinto digital form and compresses them into a
fraction of their original size to save frequen@anbdwidth on a transmission path. The device
also multiplexes digital data, such as graphic iesagto the transmitted signal. It also performs
the inverse operation; decompressing received sigda@amultiplexing them, and converting
previously digitized analog signals nearly backhtir original state.

Common Channel Signaling System No. 7 (i.e., SS7GCS7) A global standard for
telecommunications defined by the InternationaE€emmunications Union (ITU)
Telecommunication Standardization Sector (ITU-The standard defines the procedures and
protocol by which network elements in the PubliatSkvTelephone Network (PSTN) exchange
information over a digital signaling network to &t wireless (cellular) and wire line call setup,
routing, and control. The ITU definition of SSToals for national variants, such as the
American National Standards Institute and Telcofdiahnologies standards used in North
America, and the European Telecommunications Stdedastitute standard used in Europe.
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Community of Interest (COI) The COl is a switch-based feature as opposedé&tiveork-wide
feature, i.e., no COI information is transporteti®®n switches. Calls are defined as being
internal to the COI if:

1. For an outgoing call request, the dialed destinanatches a code in the user’'s COI
screening list.

2. Forlocal calls only, an incoming call requestd a user who is assigned to the same COI
group as the calling user.

All other local calls to/from a COl member, incladiincoming interswitch call requests
received via trunk facilities, are treated as endéecalls to the COIl. Call requests received via
incoming trunk facilities are deemed external Inase do not undergo any COI screening; and
hence, are not subject to the special COIl resinistand privileges.

Community of Interest (COI) Group A feature that enables users to form groupsndofiem
which access is subject to special restrictionspaivileges. A COI group consists of a COI
screening list, a COI precedence level, and COlgdassmarks.

Community of Interest (COI) Group Classmarks Specify the outgoing and incoming call
restrictions and/or privileges for calls internalthe COI group. The COI group classmarks are
defined as follows:

1. COIl Outgoing Classmarks®A COI group user with no outgoing classmarkstsnthe COI
user to making calls, which are internal to the ©@ll, i.e., to only those destination
codes that are specified within the COI screenstg IThe user is allowed to exercise the
normal authorized precedence for these calls.

2. Outgoing Precedence Allowedhe COI user is allowed to exercise up to atuoting
the COI precedence for calls internal to the COI.

3. Outgoing Precedence Mandato@nly COI precedence calls are permitted forscall
internal to the COI.

4. Outgoing Calls Barred within the COI. This raetion means that a COI user cannot make
calls to destination codes specified in the CO¢sning list.

Community of Interest (COI) Incoming Classmarks A COI group user with no incoming
classmarks limits the COIl user to receiving lodadsn members of those COls of which the user
is a member. All other local calls are restrictddhere is no restriction on calls received over
trunk facilities because these do not undergo @CgHening.
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1. Incoming Precedence Mandatorihis COIl service only permits calls internatite COI
that are at the COI precedence level, which onpfiap for local calls that are internal to
the COI (i.e., if the local calling user is a membgthose COls of which the user is a
member).

2. Incoming Calls Barred within the COThis restriction means that a COIl user cannot
receive calls from members of those COls of whighuser is a member. Unless the
member classmark incoming access option is apptadts from other non-COI members
or other COl members are restricted also.

3. COIl Member Classmarkdn addition to the COI group classmarks thatpe of the COI
group, specific COl members can have COI classnatriése subscriber level that specify
the type of incoming and outgoing call restricti@msl/or privileges for calls external to the
COl.

Community of Interest (COI) Member A user that has a COI group assigned is defised a
being a member of that COI group.

Community of Interest (COI) Outgoing Access Allows a COI user to make calls external to
the COl, i.e., to all other destination codes mac#ied in the COI screening list (i.e., exteral
the COI). The user is only allowed to exercisertbemal authorized precedence level for these
calls.

Community of Interest (COI) Precedence LevelA COlI feature that allows the precedence
level to be required or allowed, depending up tkd @roup classmarks, for calls to/from users of
a COl group.

Community of Interest (COI) Screening List A COl feature that allows a list to be specified
for individual destinations or codes representirgugs of destinations. Each code in this list can
be from 3 to 15 digits. Outgoing calls are screeagainst this list together with the COI group
classmarks to allow or deny the call request.

Conditional Requirement [Conditional] A requirement that addresses features and céjesbil
that are not considered critical for DoD missiopgart based on DoD policies. However, it is
recognized that such features and capabilitiesadte htility for some users or for specific
operations. To ensure interoperability and coasisf of these features and capabilities across
all platforms, these features and capabilitiesspezified with set parameters. If these features
and capabilities are provided, the appliance giaafiorm and meet the specifications as
identified in the appropriate section of UCR 20EBange-1

Conditional — Deployable A variation of the “Conditional” case, where tleguirement is
Required for Fixed appliances, such as Local Sessantrollers (LSCs) and Multifunction
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Softswitches in Fixed DoD networks, but is Conditibfor Deployable appliances, such as
LSCs in Deployable DoD networks. In other wordSphditional — Deployable” means
“Required for Fixed appliances, but Conditional Beployable appliances.”

Conference Calling A feature that allows the user to establish higablving up to six
conferees (including the user).

Congested Condition One hundred percent utilization of bandwidth oa link, or links, under
test. Link traffic may be any combination of réale services traffic and data, up to and
including specified traffic engineering (i.e., 2érpent voice, 25 percent video, and data up to
100 percent).

Control Plane Quality of service mechanism to provide the &ptid route data correctly and
perform actions during session establishment aedabipn to allow a network to meet quality of
service needs in the data plane. The purposasopline is to define the configuration, start-up
conditions, and instability conditions of the cahgprotocols, which may include routing
protocols, multicast protocols, link management| Btultiprotocol Label Switching protocols.

Converged All types of services, defined by theet-Centricimplementatio@lG Enterprise
Service ProfileDocument HSIBGESBH, Version2-(NCIDbv2) Quality-of Service {QoS)1300

exist simultaneously on the same Internet Prot&ylnetwork.

Converged Local Area Network (CLAN) A local area network (LAN) is an Internet Protbco
(IP) network, composed of routers and LAN switchlaf is used to connect nodes that are
geographically close, usually within the same bogd In a wider view of a LAN, multiple
LANSs are interconnected in a geographically compaes, usually by attaching the LANs to a
higher speed local backbone called a campus ate@rke(CAN). A CAN is larger than a LAN
but smaller than a metropolitan area network (MANyvide area network (WAN). A CLAN is
a LAN that supports multiple types of IP servicésthe DoD, the CLAN supports voice, video,
and data services as a minimum. The CLAN is nehided to support IMMEDIATE/
PRIORITY (I/P) users and the requirements assatiaith a CLAN are those that are typical
for commercial real time service CLANS to includeranercial grade power and availability
requirements.

Converged Network An Internet Protocol (IP) network used to trantsasncombination of
voice, video, and/or data services.

Cryptographic Boundary An explicitly defined continuous perimeter thatablishes the
physical bounds of a cryptographic module and d¢ostall the hardware, software, and/or
firmware components of a cryptographic module.
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Cryptographic Module The set of hardware, software, and/or firmwageg thnplements
approved security functions, including cryptograpdlgorithms and key generation, and are
contained within the cryptographic boundary.

Customer Edge Router (CE Router) A router located at the boundary between the Edge
segment and the Access segment of the wide are@nket The CE Router provides traffic
conditioning, bandwidth management on a granulais®class (i.e., voice, video) basis, and
guality of service using per hop behaviors. A Basst/camp/station may have a single CE
Router or multiple CE Routers based on the loaziitecture.

D

Data Plane Quality of service mechanism to provide the &ptlb manage and forward data
packets, including one or more of the followingacket marking and re-marking, implementing
scheduling and packet drop priorities, meteringtta#fic and performing congestion control,
and policing and shaping the traffic. The purpokthis plane is to define the configuration,
start-up conditions, and instability conditiongtloé data traffic including the traffic, collectiaf
network elements, links between network elememtd,isterface profile.

Default Best Effort (BE) This is the common, best-effort forwarding behawaailable in

existing routers. When no other agreements apéate, it is assumed that the packets belong to
this aggregate. Such packets may be sent intoaoriewithout adhering to any particular rules,
and the network will deliver as many of these p#&kes possible and as soon as possible, subject
to other resource policy constraints. This forirrgdehavior is not be used for VolIP.

Defense Switched Network (DSN)An interbase, nonsecure or secure DoD teleconutations
system that provides dedicated telephone servaieg band data, and dial-up video
teleconference for end-to-end command use and iitbazed IMMEDIATE/PRIORITY (I/P)
and non-1/P users in accordance with national $yadirectives. Nonsecure dial-up voice
(telephone) service is the system’s principal servi

Denied Originating Service A system feature that provides the capabilitgeay call
originations selectively to individual lines.

Deployable Voice Exchange (DVX)A tactical switch with military-unique featureapabilities
to support the assured service requirements ofr@hBai of the Joint Chiefs of Staff Instruction
(CJCSI) 6215.01C used for rapid deployment situatiand contingencies in the deployable
environment. The DVXs can either be DVX CommerQ#ithe-Shelf (COTS) (DVX-C), or
DVX legacy (DVX-L) tactical (TRI-TAC) systems. Naally, a DVX is connected to the DSN
using gateway trunks routed through a Standarddeddntry Point/Teleport location. It can be
connected directly to the DSN (Tandem Switch/Mulhigtion Switch/End Office/Small End
Office), if it is to be used as a temporary solatior either of the following:
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e An initial capability that will be replaced by a negpermanent solution for
sustainment of strategic operations.

e A solution for augmenting a strategic communicatitacility to meet rapid
growth or restoration requirements.

Deployable Voice Exchange Commercial Off-the-She(DVX-C) A Government-deployable
commercial switch that may have been modified & within deployable environments to
provide military-unique features.

Deployable Voice Exchange — Legacy (DVX-LA Government-deployable legacy voice
switching system, such as the Common Baseline i€8wuitch and Unit Level Circuit Switch.

Deployable Private Branch Exchange (PBX A PBX that is allowed to connect to the Defense
Switched Network via a Standard Tactical Entry B@leport. Deployed PBX Type 1s do not
tandem calls and are not approved to support FLASHFLASH OVERRIDE users as their
only means of communication. FLASH and FLASH OVHBR users shall be supported by
other means such as a long local.

Differential Treatment A mechanism that allows differential handlingpaickets in the Edge
and Core nodes. It also includes providing diffiicd treatment at the time of resource
reservation and provisioning requests.

Differentiated Services (DS)A quality of service delivery model, in which tlews are
classified, policed, marked, and shaped at thesedfya DS domain. The nodes in the core of
the network handle packets according to the perdebyavior that is selected based on the
contents of the DS field (Differentiated Servicasd€ Point) in the packet header.

Differentiated Services Architecture Contains two main components. One is the fawyi
understood behavior in the forwarding path andother is the more complex and still emerging
background policy and allocation component thafigones parameters used in the forwarding
path. The differentiated services architectufgaised on a simple model where traffic entering a
network is classified and possibly conditionedh&t boundaries of the network, and assigned to
different behavior aggregates. Each behavior gggeds identified by a single Differentiated
Services Code Point. Within the core of the nekwpackets are forwarded according to the
per-hop behavior associated with the DSCP. [RFIGPR4

Differentiated Services (DS) Field (DSField)The six most significant bits of the Internet
Protocol, version 4, Type of Service octet or therdnet Protocol, version 6, traffic class octet.
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Differentiated Services Code Point (DSCP)A value that is encoded in the Differentiated
Services field and that each DS node must usddotsbe per-hop behavior that is to be
experienced by each packet it forwards.

Directed Inward Dial (DID) A feature that allows an incoming call to readpacific Private
Branch Exchange (PBX) station line without attendessistance. With DID, the switch seizes a
DID trunk and outpulses the station line numbeah®wPBX. If the called station’s line is idle
and not restricted from receiving terminating cale PBX alerts the called station and returns
audible ringing on the incoming connection. If taled station’s line is busy, the PBX returns
busy tone. If the called station is restrictedrfreeceiving terminating calls, the PBX routes the
incoming call to an announcement, reorder tonég tine attendant.

Disruptive A disruptive action is one that prevents a gigeantity of end instruments from
placing or receiving a session for more than 5 neiswu

Directed Call Pickup A feature that permits a user to dial a codesdation number and pick
up a call that has been answered or is ringingathar telephone, provided the rung telephone
permits dial pick-up.

DoD Directives Broad DoD policy documents containing what isuiegd by legislation, the
President, or the Secretary of Defense to initgd®gern, or regulate actions or conduct by the
DoD Components within their specific areas of remsplailities.

DoD Secure Communications Devices (DSCDiardware devices that, when placed in the
secure mode, protects the transmission of cladsitice, data, or facsimile over the Defense
Switched Network or other connected networks tafarocompatible DSCD. Examples of
DSCDs include, but are not limited to, Secure TeahEquipment, Secure Telephone Unit —
Third Generation (STU-III), plus the Omni and Seaté/ireline Terminals, secure Global
System for Mobile, and other like devices, inclglwireless devices.

E

Edge Boundary Controller (EBC) An appliance that providesice and/or vide&FSfirewall
functions. The EBC is located at the boundary betwthe Edge Segment and the Access
Segment. The EBC is a logical entity and its fiorality may be implemented in one or more
physical platforms. The EBC is used to exert adrdver the signaling and media streams and is
involved in setting up, conducting, and tearing dasgssions. Edge Boundary Controllers are
put into the signaling and/or media path betweenctlling and the external called party. The
effect of this behavior is that not only the signgltraffic, but also the media traffic (i.e., veic
video) crosses the EBC. Ultimately, EBCs allowirtiegvners to control the kinds of session that
can be placed through the networks on which theiglee and overcome some of the problems
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that firewalls and Network Address Translation eafos Internet Protocol real time service
sessions. As a minimum, the EBC provides topolading, “pinholing,” and filtering.

Edge Label Switch Router (eLSR) The eLSR provides the edge function of multipcotdabel
switching (MPLS). The eLSR is where the labelrnstfapplied when traffic is directed toward
the core of the MPLS network or last referencedminaffic is directed toward the customer.
The eLSR functions as an MPLS provider edge (PEgmo an MPLS network. The eLSR is a
functional PE that sends traffic to provider notteraverse the MPLS core, and it sends traffic
to the customer interface known in MPLS terminolegythe customer edge. The eLSR uses IP
routing toward the customer interface and “labedgmng” toward the MPLS core. The term
label edge router is used interchangeably with eLSR

Elastic Service A service that has high tolerance for packet,Idetay, and jitter (i.e., delay
variation) at packet and overall message levels Sérvice can tolerate a wide variation in the
throughput.

Emergency ServiceA feature that provides a 3-digit universal télepe number (911) that
gives the caller access to help and support froenagrgency service bureau.

Encapsulated Time Division Multiplexing (TDM) T1/E1 or Fractional T1/E1 encapsulated
within an alternate transport mechanism that presigssured bandwidth for both signaling and
bearer channels.

End Instrument (EI) An El is a user appliance that initiates, accegosl/or terminates a voice
or video session. End instruments may be stanmtkapplications or may be used in
conjunction with other applications (e.g., softpepnThey may provide a single service (e.qg.,
voice or video) or multiple services (e.g., videop®). In addition, EIs may signal the Local
Session Controller with standardized protocolsroppetary protocols.

The El is the primary user interface to customerssbice or video and is the originating or
terminating endpoint for all voice or video sessioft is the appliance at which the user assigns
the precedence to the voice or video session,langltis responsible for collecting and
disseminating the user authentication informatmthe LSC. Finally, the El is the point at
which the network level Class of Service markingsset based on instructions from the LSC.

End Office (EO) A central office at which user lines and trunks mterconnected, providing
long-distance service by interconnecting with DeteBwitched Network (DSN) nodal switches.
End Office switches provide users with switched cahnections and all DSN service features,
including Multilevel Precedence and Preemption.
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A switch which is integral to the DSN and servesa @simary switch for long distance services
for either an installation or group of installatsoim a geographic area by interconnecting users to
the DSN nodal switches.

End Terminal (ET) Optical terminal capable of terminating up tod@nnels in one direction.
Entity An appliance or human that uses the system.

Expedited Forwarding (EF) Theforwarding treatment for a particular Differentidt8ervices
(DS) aggregate where the departure rate of theeggtg’s packets from any DS node must equal
or exceed a configurable rate. The EF traffic &thoeceive this rate independent of the intensity
of any other traffic attempting to transit the nodethe EF Per Hop Behavior is implemented by
a mechanism that allows unlimited preemption otothaffic (e.g., a priority queue), the
implementation shall include some means to limetdamage EF traffic could inflict on other
traffic (e.g., a token bucket rate limiter). Tiaffhat exceeds this limit shall be discarded. (RF
3246]

Explicit Routing In explicit routing, the entire list of nodesueaised by the label switched path
is specified in advance. The path specified cteldptimal or not, but is based on the overall
view of the network topology and, potentially, atddional constraints. This is called
constraint-based routing. Along the path, res@insay be reserved to ensure quality of service.
This permits traffic engineering to be deployedhiea network to optimize use of bandwidth.

F

Fiber Maintenance Margin The additional margin allocated to the fiber netwiar warrantee
the continuous operation to the end of life of Blense Wave Division Multiplex (DWDM)
system. This Fiber Maintenance Margin does ndudeany margins for DWDM seller's
equipment.

Fiber Span The span loss is the attenuation between Dense Waision Multiplex (DWDM)
equipment at adjacent DWDM locations (i.e., Optidale Amplifier (OLA), Reconfigurable
Optical Add Drop Multiplexer (ROADM), and End Temnail). The span loss consists of the
outside plant (OSP) loss, the intraoffice loss, #edfiber maintenance margin. The OSP loss is
the loss from Fiber Service Delivery Point (FSD&#)FEDP. The intraoffice is from FSDP to
DWDM equipment as illustrated iigure A-1 The entrance/exist points of the DWDM
equipment are the reference points MPI-S/R accgrainTU-T Recommendation G.692.
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FSDP FSDP
s, | ()| [ oo
EquipmentT T T T Equipmen
OSP Loss
Span Loss

Figure A-1. Difference between OSP Loss and the &p Loss

Fixed Wireless End Instrument (WEI) Those WEIs that access a single wireless LAN access
system (WLAS) for the duration of the session amdret expected to traverse between WLASs
so that handoffs are required.

FLASH and FLASH OVERRIDE Users A special class of users who have access to the
Defense Switched Network for “essential communa&ifor planning, directing, and
controlling operations of assigned forces purst@aassigned missions. This user requires
capabilities that provide crises, pre-attack, d@hter non-nuclear war telecommunications
service for intelligence, alert, and strategic neasls.” This user also requires communications
among the President, Secretary of Defense, Chaiohte Joint Chiefs of Staff, and other
members of the Joint Chiefs of Staff, Service Ghiahd the Combatant Commanders.

Flow A group of packets with similar attributes asided by a subset of the parameters in the
Internet Protocol (IP) header of each packet (seedffiow).

Forward Equivalence Class (FEC) Each multiprotocol label switching router indegently
selects the next hop for a given FEC. An FEC dlessra group of packets of the same type; all
packets assigned to an FEC receive the same rdwi@ignent. An FEC can be based on an IP
address route or the service requirements for kgbasuch as low latency.

Future Narrowband Digital Terminal/Secure Communications Interoperability Protocol
(FNBDT/SCIP) A protocol used to conduct a secure session wibithan FNBDT/SCIP

capable device. SCIP and FNBDT are synonymousstamd refer to the protocols currently
documented in the SCIP series of documents (eGIR-815, 216.). The current preference is to
use SCIP because it more accurately reflects agob(layer 7) as opposed to the use of
FNBDT, which implies a terminal type.

G
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Granular Service Class Represents the atomic identification of a serviesx A set of
granular service classes, sharing similar traffiaracteristics form an aggregate service class.

Guaranteed Service The use of signaling to reserve network resoueceisto-end to meet
preset performance objectives.

H

H.323 to H.320 GatewayA videoconferencing end point that converts betwd.323 IP end
point protocols and services and H.320 end poitbppls and services for transport of
videoconferencing data between IP and serial egnated services digital network (ISDN)
sessions.

INTERMEDIATE/PRIORITY (I/P) Users INTERMEDIATE/PRIORITY users include any
person (regardless of the position in the chainesfimand) who issues or receives guidance or
orders that direct, control, or coordinate any tauili forces regardless of the nature of the mijitar
mission (including combat support, administratiamd logistics), whether said guidance or order
is issued or effected during peacetime or wartime.

In-band Term used when network management system conrmettte hetwork device using
the same Ethernet port communication channel usedser traffic.

Incoming Access Allows a community of interest (COIl) user to reeelocal calls from all
other non-COl user and from those other COI uséis allow outgoing access.

Incoming Access with Precedencéllows a community of interest (COI) user to rieeeonly
local COI precedence level calls from all other @@l users and from those other COI users
who allow outgoing access.

Individual Line A line arranged to serve only one main statiofalgh additional stations
may be connected to the line as extensions of tie station.

Inelastic Service A real time service that typically requires dtbhounds on packet loss, delay,
and jitter. It cannot tolerate throughput varinidased on network load level. In this
architecture, a Circuit Emulation, commonly ideletif as a mechanism, has been included in this
category to meet special DoD messaging requirements
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Information Assurance (IA) Enabled Product A system whose primary function is not IA,
but does have some IA functions.

Information Assurance (I1A) Product A system that provides IA functions consisterttwihe
IA services and categories (i.e. authenticationfidentiality). An IA product’s primary
purpose is to provide IA functions.

Information Technology (IT) Products Systems that receive, process, store, display, or
transmit DoD real time services.

Instant Messaging (IM) The capability for users to exchange one-to-onkaadtext messages
over a network in real time. IM is not the same@ad must not be confused with signaling or
equipment messaging; IM is always user generatddiser initiated.

Integrated Access Switch (IAS)Customer premise equipment system that intercas@ec
Defense Switched Network (DSN) switch and termeglipment (TE), such as inverse
multiplexers, routers, video teleconferencing (VTo§lecs, VTC monitors, and multipoint
control units (se€igure A-2 Typical Connections for an IAS). The IAS is atdeoriginate
multiple data and/or video calls according to theldwide numbering and dialing plan
(WWNDP). Depending on the local implementationmary rate interface (PRI) to PRI, PRI to
basic rate interface (BRI), or BRI to PRI, interoention is accomplished by the IAS. The IAS
does not possess any functions of multilevel prexee and preemption (MLPP), but is able to
originate calls that can be interpreted by the B®8Mch as precedence calls and may be
preempted on the DSN switching platforms and netwiamks (sed-igureA-3 MLPP
Implementation and the IAS). The IAS is be prowsd so the number of provisioned TE
interface bearer channels do not exceed the nuafipeovisioned DSN or commercial interface
bearer channels. This is to reduce the possilufity call destined for a TE from being blocked
by the DSN or commercial interfaces on the IASheting available bearer channels for this
call. It should also be noted that VTC call inhmthghas a ROUTINE precedence level.

The IAS is able to originate multiple data and/mleo calls in accordance with the WWNDP, as
described in UCR812008 Section 5.2.3.5.1, DSN Worldwide Numbering andlidg Plan. |
Depending on the local implementation, PRI to FAR] to BRI or BRI to PRI, interconnection
is accomplished by the IAS. The IAS does not pess@y functions of MLPP, but shall be able
to originate calls that can be interpreted by tIi8N3witch as precedence calls and may be
preempted on the DSN switching platforms and ndtwiamks (seé-igure A-3 MLPP
Implementation and the IAS).

The IAS shall be provisioned so that the numbesrotiisioned TE interface bearer channels
shall not exceed the number of provisioned DSNoonmercial interface bearer channels. This
is to reduce the possibility of a call destineddorE from being blocked by the DSN or
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commercial interfaces on the IAS not having avdddizarer channels for this call. It should
also be noted that VTC call inherently has a ROWH [Mecedence level. A typical layout of the
IAS is illustrated inFigure A-2 Typical Connections for an IAS.

Figure A-4 Applications for the IAS, shows the applicatidosthe IAS.
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MCy ElA 448 d =
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VTC Monitor = 3-.5:‘6 . u T1 PRI, Mon MLPP Yy
elc. - E1 PRI, Mon MLPP D,
BRI PR BRI/FRI
BRI/PRI | —— BRI/ PRI
(BRITPRI ERI
@ '|:| |:|1 '|:| u;! PRI
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Royte .' Router/ Rotter ML I [T Cnde LY 1ML M
sy MLUX Multipoint
N TR | Ceontrol Unit (B DSOS
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N | G ] |l | |l | |I -n:—l |l |
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' . . )
BRI-[ISCM Basic Rate Interface  MCLU - Multpoint Contral Unit !
Crypto - Cryptographic device MLPP - Mult-Level Precedence and P — - —
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Figure A-2. Typical Connections for an IAS
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Local CPE Implementation MLPP Service Domain

DSN Certified Switch
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Integrated Access Switch
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precedence digits

T1 PRI Non MLPP -
E1 PRI Non MLPP

- Dialed digits from the Integrated
Access Switch (CPE) are passed
Equipment (TE) #1 Equipment (TE) #2 into the DSN switches and trunk.
- The DSN switch recognizes
dialed digits as a precedence call
and preemption is processed by
the DSN switching platform and
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- No Over-Subscription Design trunks.
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CPE - Customer Premise Equipment Preemption

DSN - Defense Switched Network PRI - ISDN Primary Rate Interface

ISDN - Integrated Services Digital MNI-1/2 - Mational ISDN 1 {or) 2
-\\-Network

Figure A-3. MLPP Implementation and the IAS

A-21



Appendix Al — Definitions, Abbreviations and Acromgs, and References

Section A2 — Glossary and Terminology Description

Integrated

Host-Remote
Ac Link i |
EO Su:::: SMEO \RiU/l
SA
Chbk
Tactica STEP/
Trunk | TELEPORT] GTa'-ewsv TS ]_D_'El
[ SMU
1
FBX1 Access Trunk IST
1 MFS_\

[ EO /TS IsT s |eo Other
2 j \ / Networks

- — EMSS

PBXZ2 Access k Eo RSU NATO
|| ""_‘;‘_:T;_T as PBX Coalition

RSU CSN

sE0 ) | | PSTN

\ II Gateway DRSN

[l ) | Trunk
Analog Subscriber Line o Ol Trunk STEP/
TELEPORT]

Dligital‘'4nalog Proprietany
ESubscriber Line

ISDM BRI
Subscriber Line
Integrated
1 2 Access
k k Switch

COl - Community of Imterest RSU - Remaote Switching Unit \1
DX - Deployable Voice Exchange  SA - Stand-Alone Switch
EC - End Office Switch SMEQ - Small EC MLPP Capable PBX
IST - Interswitch Trunk SMU - Switched Multiplex Linit
MFS - Multifunction Switch STEP - Standard Tactical Ertry Point 2 N
on-MLPP PBX
PBX - Private Branch Exchangs T3 - Tandem Swiich IL
Chbk - Channel Bank AW - 4 Wire

Figure A-4. Applications for the IAS

Integrated Services Digital Network (ISDN) DevicesAn ISDN specifies a number of
reference points that define logical interfacesveen functional ISDN devices such as
terminals, terminal adapters, network terminatiemices, and line termination equipment.
ISDN specifies a number of reference points théihdehe interconnection of these devices.

Integrated Services Digital Network devices arerdef as:

TE1l

TE2

TA

Terminals with built-in ISDN connection capatyilalso referred to as TE).

An existing terminal device, designed for eérigtprotocols. It is not capable of
directly interoperating with ISDN.

An adaptive device designed to permit TE2s termperate with ISDN.
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Integrated Services Digital Network (ISDN) Integraed Access InterfaceAn ISDN user-
network interface in which the interface structisreomposed of multiple B-channels and one
D-channel.

Integrated Services Digital Network (ISDN) NT 1 A single (physical) layer device that
contains all the necessary interface elementsroraanicate with the network. It terminates the
local loop and provides the user interface to tgvork while isolating this user from the
operation of the network.

Integrated Services Digital Network (ISDN) R The reference point representing a
standardized non-ISDN interface, such as Electsoimdustries Alliance (EIA)-232, EIA-422,
V.24, V.35, and others. The combination of a TeahAdapter and Terminal Equipment Type
2 is equivalent to a Terminal Equipment Type 2.

Integrated Services Digital Network (ISDN) Referene Points The reference points
applicable for Defense Switched Network customenpses equipment are as follows:

U  The reference point for a Basic Rate InterfadeljBonnection between a local
loop and a customer premise. The U interface pea@ single pair loop over
which a logical 4-wire circuit is derived.

S  The reference point between ISDN user terminaipaaent (i.e., Terminal
Equipment Type 1 (TE1) or Terminal Adapter (TA)dahe network termination
equipment (NT1). This is a 4-wire interface thaports the BRI 2B+D protocol.

R The reference point representing a standardiaed ®DN interface such as
Electronics Industries Alliance (EIA)-232, EIA-422,24, V.35, and others. The
combination of a TA and Terminal Equipment Typd E2) is equivalent to a TE1.

Integrated Services Digital Network (ISDN) S The reference point between ISDN user
terminal equipment (i.e., Terminal Equipment Typar Terminal Adapter) and the network
termination equipment (NT1). This is a 4-wire iféee that supports the Basic Rate Interface
2B+D protocaol.

Integrated Services Digital Network (ISDN) Terminal Adapter An adaptive device designed
to permit Terminal Equipment Type 2 to interopenaith ISDN.

Integrated Services Digital Network (ISDN) TerminalEequipment (TE) 1 Terminals with
built-in ISDN connection capability (also referrexdas TE).

Integrated Services Digital Network (ISDN) TerminalEequipment (TE) An existing
terminal device designed for existing protocolsis hot capable of directly interoperating with
ISDN.
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Integrated Services Digital Network (ISDN) U The reference point for a Basic Rate Interface
connection between a local loop and a customeripeenThe U interface specifies a single pair
loop over which a logical 4-wire circuit is derived

Internet Protocol (IP) Centric Internet Protocol centric architectures are desiigaround an IP
core packet switching system. These solutions Hatgbuted IP devices that function together
to provide voice and video over IP services.

Internet Protocol (IP) Data Subscriber A user connected to an IP network to receive
Department of Defense IP services, such as datéPavideo. Defense Switched Network IP
telephony is not included.

Internet Protocol (IP) Enabled An approach that utilizes traditional time diaisimultiplexing
(TDM) circuit switches that offer Voice over IP (\R) at a line-side instrument. This solution
has a TDM circuit switch as the core device witHR/being provided as a line function similar
to other analog or digital telephony instrumentée requirements of the UCR 204Bhange-1
Section 5.2, for nonsecure or secure voice, dalapweleconferencing, and fax are met
primarily via the circuit switch portion. The Defge Switched Network interface requirements
(i.e., T1/E1) are provided via the circuit switatdethe connectivity to the IP local area network
is via Ethernet. Internet Protocol-enabled arciitees can be certified for Private Branch
Exchange through Multifunction Switch applications.

Internet Protocol Packet Delay Variation (IPDV) The one-way IPDV(n) is defined as the
difference between the one-way delay of the sallggéeket and the packet with the lowest IP
Packet Transfer Delay (IPTD) in the evaluationrnvé& IPDV(n) = IPTD(n) — IPTD(0).

[ITU-T Y.1540, IETF RFC 3393]. In the case of r&éale services, the measurements are
typically taken at the end instruments. This sakferred to as jitter.

Internet Protocol Packet Loss Ratio (IPLR) A metric measured for packets traversing the
network segment between the source reference aonthtlestination reference point. The IPLR
metric is reported as the number of lost packetseatlestination reference point divided by the
number of packets sent at the sender reference fodimat destination. [ITU-T Y.1540, IETF
RFC 2680]. This is also referred to as packet loss

Internet Protocol Packet Transfer Delay (IPTD) The single instance of the one-way IPTD
measurement is defined as the time the test paeketrses the network segment(s) between two
reference points. The metric is defined as a 8taging from the time the first bit of the packet
is put on the wire at the source reference poititédime the last bit of the packet is received at
the receiver reference point. [ITU-T Y.1540, IERFC 2679] In the case of real time services,
the measurement points are the end instruments. iSTalso referred to as latency.
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Internet Protocol Signaling Gateway (IPSG) Function A signaling appliance that relays,
translates, or terminates IP messages betweerugdRasignaling protocols such as Assured
Service Session Initiation Protocol, H.323, H.24&] IP proprietary signaling protocols.

Internet Protocol (IP) Telephony Subscriber A Defense Switched Network
INTERMEDIATE/PRIORITY (I/P) or non-I/P user thataeives voice service via an IP
telephone instrument (also known as an End Instniime

Internet Protocol (IP) Transport The aggregation of various types of IP traffiecls as voice,
video, and data, and that is transmitted overni(4).

Internet Protocol Version 6 (IPv6) Capable A system or product capable of receiving,
processing, and forwarding IPv6 packets and/orfeaterg with other systems and protocols in a
manner similar to that of IP version 4 (IPv4).

Internet Protocol Version 6 (IPv6) Capable NetworksNetworks that can receive, process,
and forward IPv6 packets from/to devices within saene network and from/to other networks
and systems, where those networks and systems enaydvating with only Internet Protocol
version 4 (IPv4), only IPv6, or both IPv4 and IPv6.

Internet Protocol Version 6 (IPv6) Capable ProductsProducts (whether developed by
commercial vendor or the Government) that can ereateceive, process, and send or forward
(as appropriate) IPv6 packets in mixed Internetdea version 4 (IPv4)/IPv6 environments.

Internet Protocol Version 6 (IPv6) Enabled Network An IP network that is supporting
operational IPv6 traffic through the network eneetal.

Internet Protocol (IP) Video Subscriber A Defense Switched Network non-IMMEDIATE/
PRIORITY user that receives video service via amitleo system.

J

Jitter The one-way jitter is defined as the differeneeneen the one-way delay of the selected
packet and the packet with the lowest IP Packeatsfeat Delay (IPTD) in the evaluation interval:
IPDV(n) = IPTD(n) — IPTD(0). [ITU-T Y.1540, IETFIRC 3393]. In the case of real time
services, the measurements are taken at the énahmesnts. This is also referred to as the IP
Packet Delay Variation (IPDV).
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K

KG-194/194A (National Security Agency cryptographic device noclature) A Federally-
certified cryptographic device used to provide dateryption at data rates from 9.6 kilobits per
second (kbps) up to 13 megabits per second (Mbgs)synchronous serial links, typically on
dedicated circuit networks.

KIV-7/KIV-7THS (National Security Agency cryptographic device naolature) A Federally-
certified cryptographic device used to provide d@ateryption at data rates up to 2.04 8 megabits
per second (Mbps) over synchronous serial linkdiahup and other nondedicated networks.

KIV-19/19A (National Security Agency cryptographic device nogiature) A Federally-
certified cryptographic device used to provide dataryption at data rates from 9.6 kilobits per
second (kbps) up to 13 megabits per second (Mlyes)synchronous serial links on dedicated
circuit or dial-up network paths. The KIV-19/194interoperable with the KG-194/194A.

L

Label Header created by an Edge Label Switch Routeuaad by Label Switch Routers to
forward packets. The header format various baseti®network media type. In the Assured
Services Local Area Network environment, the he&lar‘shim” located between the Layer 2
and Layer 3 headers.

Label Distribution Protocol (LDP) This protocol defines a set of procedures used by
multiprotocol label switching (MPLS) routers to &eange label and stream mapping
information. It is used to establish label switthaths (LSPs), mapping routing information
directly to Layer 2 switched paths. It is also coamly used to signal at the edge of the MPLS
network the critical point where non-MPLS traffioters. For example, such signaling is
required when establishing MPLS virtual privatewaks.

Label Edge Router (LER) The LER provides the edge function of Multipraibtabel
Switching (MPLS). The LER is where the label isfiapplied when traffic is directed toward
the core of the MPLS network or last referencedminaffic is directed toward the customer.
The LER functions as an MPLS provider edge (PEenadin MPLS network. The LER is a
functional PE that sends traffic to provider notteraverse the MPLS core, and it sends traffic
to the customer interface known in MPLS terminolegythe customer edge. The LER uses IP
routing toward the customer interface and “labehgmng” toward the MPLS core. The term
label edge router edge (eLSR) is used interchamgeath LER.
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Label Information Base (LIB) As the network is established and signaled, eadtiprotocol
label switching router builds a LIB, a table thpesifies how to forward a packet. This table
associates each label with its corresponding Fahkguivalence Class and the outbound port to
forward the packet to. Typically, the LIB is edtabed in addition to the routing table that
traditional routers maintain.

Label Swapping A forwarding decision process set that allowsastrlined forwarding of data
by using labels to identify classes of data packeitséch are treated indistinguishably when
forwarding.

Label Switch Router (LSR) or Label-Switching Router(LSR) The LSR provides the core
function of multiprotocol label switching. The LS&®equipped with both Layer 3 routing and
Layer 2 switching characteristics. The LSR funtsi@s a provider node in an Multiprotocol
Label Switching network.

Label Switched Path (LSP) Multiprotocol label switching networks establis8Ps for data
crossing the network. An LSP is defined by a sege®f labels assigned to nodes on the
packet’s path from source to destination. An L8PBatls packets in one of two ways: hop-by-
hop routing or explicit routing. The path goesotigh one or more label switch routers at one
level of the hierarchy followed by a packet in atjgalar Forward Equivalence Class.

Latching The ability of the Reconfigurable Optical Add Priblultiplexerto maintain its
current state in the event of power failure.

Latency The single instance of the one-way latency messant is defined as the time the test
packet traverses the network segment(s) betweengf@ence points. The metric is defined as
a time from the time the first bit of the packepig on the wire at the source reference point to
the time the last bit of the packet is receivethatreceiver reference point. [ITU-T Y.1540 and
IETF RFC 2679] In the case of real time servites,measurement points are typically the end
instruments; also referred to as IP packet tramsdiy (IPTD).

Link The communications facilities between adjaceikisoof a network. For voice over IP
systems, a link is an Ethernet connections usetPftnansport as opposed to trunks used for
time division multiplexing (TDM) transport.

Link Pair To ensure no single point of failure to more tbdnnternet Protocol (IP) telephony
subscribers, IP network links shall have a second(standby or load sharing). The
combination of the two links is called a link pair.

Local Area Network (LAN) Access or Edge LayerThe point at which local end users are
allowed into the LAN. In addition, these layersymee access lists or filters to further optimize
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the needs of a particular set of users. This &@rauld not be confused with the wide area
network (WAN) Edge or WAN Access Layer.

Local Area Network (LAN) Core Layer A high-speed switching backbone and is designed to
switch packets as fast as possible within the LANis term should not be confused with the
wide area network (WAN) Core Layer.

Local Area Network (LAN) Distribution or Building L ayer The distribution or building

layer of the LAN is the demarcation point betweles access and core layers, and helps to define
and differentiate the core. The purpose of thysilas to provide boundary definition and is the
place at which packet manipulation can take place.

Local Area Network (LAN) Network Links Internal Internet Protocol (IP)/Ethernet linkath
interconnect LAN components.

Local Area Network (LAN) Switch A LAN switch is an appliance that reduces contembn

LANSs by reducing the number of nodes on a segm&ngunicrosegmentation techniques. On a
microsegmented network, a LAN segment may have madgs or a single node. The LAN
switch handles all the connections between nodeafiffarent LAN segments when they need to
communicate through an internal matrix switch firacesses the packets at the Media Access
Control (MAC) layer. When a packet arrives at $kgtch, its destination MAC address is

quickly noted and a connection is set up to the@pmte end segment. Subsequent packets are
relayed through the switch without the need toestord forward packets, as is necessary with
bridges. Many LAN switches in the DoD Internet t8Bowl Real Time Services architecture
include router functions.

Local Session Controller (LSC) A call stateful Assured Service Session InitiatiRrotocol
(AS-SIP) signaling appliance at a base/post/camidst that directly serves Internet Protocol
(IP) end instruments (Els). The LSC MAY consisbak or more physical platforms. On the
trunk side, the LSC employs AS-SIP signaling. @aline side, the LSC may serve any
combination of Session Initiation Protocol Els, BBEIs, and proprietary Els. The LSC MUST
be an intermediary for every inbound and outbouaitistgnaling message received and
transmitted by each IP El served by the given LSC.

Local Session Controller (LSC) Level Assured Serves Admission Control (L-ASAC) The
processes on an LSC that ensure that quality sicgerequirements of a higher precedence
service will be met at the expense of a lower ptenee service if the network conditions do not
allow meeting quality of service requirements dfsakvices. The processes are typically
associated with the preemption of lower precedsessions to an end instrument to ensure that
higher precedence sessions can be completed.
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Location Server The purpose of the location server is to proudermation on call routing
and called address translation (where a calledeadds contained within the called Session
Initiation Protocol Secure (SIPS) Uniform Resouentifier (URI) in the form of the called
number). The service provided by the server igcally referred to as location services. The
Call Connection Agent (CCA) uses the routing infation stored in the location server

e to route internal calls from one Local Session @ulgr (LSC) end
instrument (EI) to another EI on the same LSC,

e to route outgoing calls from an LSC EI to anoth&d., a multifunction
softswitch (MFSS), or a time division multiplexiGgDM) network, and

e to route incoming calls from another LSC, an MF&S TDM network to an
LSC El or MFSS.

Long Local A long-local telephone is connected remotely digfoan assured transmission
means, time-division multiplexing (TDM) or Internetotocol, to a distant site. This interface is
handled as a local loop to the host Defense Swdtdhetwork switch.

M

Management Plane A quality of service mechanism to access netwogkneints for network
management purposes, such as provisioning andyfsaiting. This plane is used to define the
configuration, startup conditions, and instabitnditions of the management protocols and
features including Simple Network Management Praltdoogging/Debug, statistics collection,
and management configuration sessions such ag,t8kwure Shell, and serial console.

Mean Time Between Failures (MTBF) For a particular interval, the total functionié lof a
population of an item divided by the total numbe&fadlures (requiring corrective maintenance
actions) within the population.

Mean Time To Repair (MTTR) The total amount of time spent performing allrective
maintenance repairs divided by the total numbehas$e repairs.

Measurement-Based Admission ControlAn approach that bases a call control decisiorhen t
monitoring of network capacity. Admits, rejects redirects calls based on current network
congestion.

Media Gateway (MG) A MG within the DoD environment is defined in acdance with the
Internet Engineering Task Force Request for Comsn28®5 and provides the media mapping
and/or transcoding functions between Time Dividibuitiplexing (TDM) and Internet Protocol
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(IP) networks. The MG terminates switched cirauatwork (SCN) facilities (e.g., trunks,

loops), packetizes the media stream, if it is h@taaly packetized, and delivers packetized traffic
to an IP network. It would perform these functiamshe reverse order for media streams
flowing from the IP network to the SCN.

Media Gateway Controller (MGC) The function in a signaling appliance that colsteomedia
gateway.

Media Server A platform in an Internet Protocol (IP) telephamgtwork that transmits dial
tones, busy signals, and announcements.

Meet-Me Conferencing A conference that is established when each ceaféials into the
conference bridge at a scheduled time as diregteddonference attendant.

Message A unit of data transfer from an application iredmost to an application in another
host.

Message Discrimination and Distribution Function A function that examines the Destination
Point Code of a received signaling message to m@terwhether or not it is destined to the
receiving signaling point.

Metering The process of measuring the temporal propertigs, fate) of a traffic stream
selected by a classifier. The instantaneous efates process may be used to affect the
operation of a marker, shaper, or dropper, and&y be used for accounting and measurement
purposes. [RFC 2475]

Metric A quality of service delivery parameter such ey, packet loss, data rates,
availability, etc.

Microflow A single instance of an application-to- applicatilow of packets that is identified
by source address, source port, destination addiessnation port, and protocol identification.
[RFC 2475]

Minimum Requirements Features and capabilities considered necessaayfarticular switch
type to support warfighter missions in the DoD.e3& features and capabilities will require
certification prior to introduction into the DefenSwitched Network.

Mobile Code Software modules obtained from or provided byotnsystems, transferred or
downloaded across a network, and then executedoahdystems without explicit installation or
execution by the recipient.
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Modem over IP (MolP) The transport of modem data across an Interrmeb&l network, via
either modem relay or voiceband data (modem passigh) techniques.

Modem Relay A subset of Modem over IP in which modem termorats used at gateways,
thereby allowing only the baseband data to reagtp#tket network.

Multicasting The ability of the Reconfigurable Optical Add Drbfultiplexer to allow one
input wavelength to be duplicated on multiple outpiutary and line ports.

Multifunction Softswitch (MFSS) A network appliance that provides the followinmétions:

e Provides all multifunction switch (MFS) functions:
— Tandem Switch
— End Office
— Softswitch functions
— Global directory services
— Local Session Controller (LSC) functions
— Media gateway functions
— Signaling gateway functions
— Network management
— Fault, configuration, accounting, performance, security

e Supports Policy Based Network Management:
— Assured Services Admission Control budget controls
— Customer Edge Routerqueue bandwidth allocations
— End instrument (EI) session origination controlc@ding to designated groups)
— El session destination control (according to desigeh groups)

The MFSS is a logical entity and its functionaMyAY be implemented in one or more physical
platforms.

The MESS is an MFS that is enhanced with an Inté?natocol (IP) interface. As with any
MFS, the MFSS supports End Office and Tandem Svaagabilities. In addition, the MFSS
also includes LSC and AssurBéal-FimeServices (ARTS) Softswitch (SS) functions to suppoh
line-side IP El and trunk-side Assured Service Besmitiation Protocol (AS-SIP) and AS-SIP
for Telephones signaling. For Tandem Switch Elsnezted to the MFSS, the MFSS is the
media end point for sessions connected to an kR e terminating location.

Multifunction Switch (MFS) “A switch that combines the tandem function & A [Stand-
Alone] switch with the EO [End Office] function abnnecting the user’s lines to the backbone
trunks. Logically the SA and EO are separatevbtltin the same physical configuration.”
[CJICSI 6215.01C]
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Multilevel Precedence and Preemption (MLPP)In circuit-switched systems, a priority
scheme:

e For assigning one of several precedence levelgdaftc calls or messages so
that the system handles them in a predeterminest arttl timeframe,

e For gaining controlled access to network resouteghich calls and
messages can be preempted only by higher pricalty and messages,

e That is recognized only within a predefined domaimng

e In which the precedence level of a call outsidepfeelefined domain is
usually not recognized.

Multilevel Precedence and Preemption (MLPP) CallA call that has a precedence level
established and is either being set up or is setupigital Subscriber Signaling System No. 1
(DSS1: ISDN Q.931 signaling), an MLPP call is d f@am an MLPP subscriber for which a
setup has been sent but no DISCONNECT has beenserteived.

Multilevel Precedence and Preemption (MLPP) Servic®omain A set of MLPP subscribers
(MLPP users) and the network and access resouraeare in use by that set of MLPP subscribers
at any given time. Connections and resourcesatieaih use by MLPP subscribers may be
preempted only by higher precedence calls from Mk&scribers within the same domain.

The service domain consists of a 3-octet field ragpdrom 00 00 00 to FF FF FF in

hexadecimal. The Defense Switched Network semceain is zero (0).

Multipoint Control Unit (MCU) An end point that enables intercommunication oé¢hor
more video teleconferencing (VTC) end points iroaference call. It can be used with two
VTC end points, e.g., while beginning or ending @tipoint conference. The MCU may
perform mixing or switching of audio, video, andala

N

Nailed Up ConnectionsA special use permanently established path througtitatsfor either
a network circuit (trunk) or a special service li#gi

Network All telecommunications equipment that has any paprocessing a call or a
supplementary service for the user referred tonay include local exchanges, transit
exchanges, and Network Termination 2 (NT2) but dussnclude the integrated services digital
network (ISDN) terminal and is not limited to theublic” network or any other particular set of
equipment.
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Network Domain A contiguous set of network elements that beldoghe same administrative
authority.

Network Element (NE) A component of a network through which the De&8svitched

Network (DSN) bearer and/or signaling traffic triseis For Internet Protocol (IP) transport, the
IP connection may transit a Local Area Network (DANletropolitan Area Network (MAN),
Campus Area Network (CAN), or Wide Area Network (WAdependent on its deployment.
Network elements may include multiplexers, rout€isannel Service Units/Digital Service

Units (CSU/DSUs), compression devices, circuit extiah, channel banks and/or any network
device that could have an effect on the performaftiee associated network traffic. The
network diagram, shown iRigure A-5 Network Element Diagram, shows the typical networ
element as a stand-alone device or integratedhettransmission interfaces of switches or other
network devices. The use of NEs shall not prottdemeans to bypass the DSN as the first
choice for all switched voice and dial-up videetammunications between DoD user locations.

First
. D50, T1, E1, D30, T1, E1,
choice — ™" oc 3 oc-3
route
Mon- MNan-
DEM 7 —1 DSHM
DSN switch USETS users DEM switch
EE‘:'?'"':' MNetwork DEM tand Metwork
chalce ! Element == rEneem Elemant
route

Metwork Elements could be Multiplexers, Routers, CESU/DSEU s, Channel compression devices, and or
Trunk Encryption; it’s anything and everything that iz in the route or path that conneciz DSM switches.

i
D50 — Digital Signal level O OC-3 — Optical Carrier 3
O5M — Defznse Switched Netwark T1 - T1 carrier system
E1 - E1 carner sysiem

L

Figure A-5. Network Element Diagram

Network Signaling Based Admission ControlDetermines based on requests indicated through
a signaling protocol whether a node or networksdBcient available resources to meet the
requested quality of service. [RFC 2205]
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New Call The event that precipitates a trunk seizure agrwbreemption for reuse of a trunk is
used to support multilevel precedence and preemkiti PP) calls in the Defense Switched
Network.

Nomadic Wireless End Instrument (WEI) Those WElIs that are mobile and may traverse
different wireless local area network (LAN) accegstems during a single session.

Non-Assured Service Local Area Network (Non-ASLAN)The Internet Protocol (IP) network
infrastructure components used to provide serJices voice, video, and data) to end users.
Non-ASLANSs are “commercial grade” and provide suppo C2 (ROUTINE only calls)

(C2(R)) or non-C2 voice subscribers.

Non-Assured Voice Audio sessions that are established independemtyocall admission
control exercised by a Local Session Controller.

Non-Assured Video Video sessions that are established independamyocall admission
control exercised by either a Local Session Coletralr H.323 Gatekeeper.

Non-Blocking Local Area Network (LAN) A LAN that is provisioned so all Internet Protbco
(IP) telephone instruments can be off hook simeltausly and successfully engaged in a full
duplex voice call.

Non-Command and Control (C2) UsersThose users, DoD, non-DoD, non-U.S. Government
and foreign government users that have no misgionemmunications (equipment)
requirements to originate or receive C2 commurocatiunder the existing military scenarios.
These users are provided access to the Defenseh®diNetwork (DSN) for economic benefit
of the DoD. During a crisis or contingency, thasers may be denied access to the DSN. Itis
the primary means of secure (Secure Telephone Umitg Generation (STU-III)/Secure
Terminal Equipment (STE) family) communications fan-tactical C2 users. The DSN must
be the user’s first choice; however, if the DSMa$ immediately available, or if the called party
does not have access to DSN service, other lorigrdie calling methods may be used.

Non-Converged Network A network that is used solely to provide DefeBSsétched Network
Voice over Internet Protocol (IP) services. A sepalP network will be used to provide IP data
services.

Non-Preemptive ServiceA Global Information Grid service that offers a aoitted
information rate between two or more Edge netwonksere the bandwidth cannot be preempted

for the use of any other party than the one cotitrgdor the service.

Non-Signaled Flow A flow that does not require signaling to entereawork.
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O

Objective Requirement [Objective] A requirement that does not have to be met inrtitial
operational capability (I0C), but must be met ia fimal operational capability (FOC). The time
frame associated with the IOC is fiscal year (F¥0& and the time frame associated with the
FOC is FY 2012 unless specifically stated.

Offered Load Control A mechanism that allows control of packet trankjads to keep them
within specified bounds (possibly described in 881\ evel Agreements) so that network
domains can deliver the promised quality of service

Operations, Administration, and Maintenance (OA&M) A set of network management
functions, providing network fault indication, penmance information, and data and diagnosis
functions.

Optical Line Amplifier (OLA) Provides optical signal reamplification withownwerting
to electrical signal along the spans between dpcainal equipment.

Originating Internet Protocol (IP)/Time Division Mu ltiplexing (TDM) Signaling
Gateway Function The function related to receiving an Initial Adds Message (IAM)
from the Signaling System No. 7 network and gemggadn Assured Service Session
Initiation Protocol INVITE with the encapsulateddgrated Services Digital Network User
Part (ISUP) IAM that is sent over the IP networklentical to Outgoing Interworking Unit
in International Telecommunications Union — Teleommication Standardization Sector
Recommendation Q.1912.5, “Interworking between iBadsitiation Protocol (SIP) and
Bearer Independent Call Control Protocol or ISDNtURart.”

Originating Gateway An Assured Service Session Initiation ProtocolTelephones
signaling appliance performing the originating &g Protocol (IP)/Time Division
Multiplexing (TDM) signaling gateway function.

Outgoing Call Trace A feature that allows the tracing of nuisancésctal a specified directory
number suspected of originating from a given lafte. The tracing is activated when the
specified directory number is entered. A printoithe originating directory number, outgoing
trunk number, or terminating number, and the time date is generated for every call to the
specified directory number.

Out-of-Band A term used to describe network management sygstieat connect to the network
device using a physically separated network froenrtétwork used for user traffic. This requires
an additional network infrastructure to support agement traffic.
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Outside Plant (OSP) LossThe OSP loss is measured from the fiber connéctitre Fiber
Service Delivery Point (FSDP) of a Dense Wave DovidMultiplex (DWDM) equipment
location to the fiber connector (at the other ehthe fiber) in the FSDP of the next DWDM
equipment location. The OSP loss is the combiass 0f the fiber attenuation itself and the
attenuation due to splices and connectors acresspin.

Overflow Process A process that allows calls of a lower preceddecel and narrower calling
area to utilize unused calling capacity of a highreicedence level and equal and wider calling
area, and equal precedence level and wider callieg call types without blocking calls of a
higher precedence level and wider calling area.

P

Packet Loss A metric measured for packets traversing the agkwegment between the source
reference point and destination reference poiflite Facket Loss metric is reported as the
number of lost packets at the destination referg@ooat divided by the number of packets sent at
the sender reference point to that destinatiohU{T Y.1540, IETF RFC 2680]. This is also
referred to as Internet Protocol Packet Loss Ratio.

Packet Marking Marking in packets following their classificatiéor a given service delivery;
which includes Differentiated Services Code Pdiw Label, or Security Parameter Index bit
fields.

Path Communications link between two network composemt path may include a number of
communications links.

Per-Domain Behavior (PDB) An externally observable edge-to-edge functiamal
performance quality of service behavior on a pendin basis.

Per-Hop Behavior (PHB) An externally observable forwarding behavior aggpkt a
Differentiated Services (DiffServ)-compliant nodez DiffServ behavior aggregate based on the
DiffServ Code Point marking in the packet. [RFGZ2)

Policing The process of discarding packets (by a droppiinjn a traffic stream in accordance
with the state of a corresponding meter enforcitrgffic profile. [RFC 2475]

PrecedenceThe designation assigned to a message by the atagito indicate its relative level
of importance of the message up to the originatm@gimum authorization level as defined by
DoD requirements documents.
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Precedence-Based Assured Service (PBAShis service implies that, in general, quality of
service requirements of a higher precedence cldassenmet at the expense of a lower
precedence class if the network conditions do haotvameeting quality of service requirements
of all service classes.

Precedence Based TreatmenThe process of allocating network resources tditleer-
precedence messages more favorably while restyitiner-precedence traffic during periods of
resource shortage.

Precedence InversionThe phenomenon that occurs when a higher precediemcer flow
aggregate does not receive its quality of serviceroitments, while a lower-precedence flow or
flow aggregate competing for the same communicatsmurce does receive its quality of service
commitments.

Precondition “A precondition is a set of constraints about teesson that are introduced in the
offer. The recipient of the offer generates ameaarsbut does not alert the user or otherwise
proceed with session establishment. That onlyrsoetien the preconditions are met. This can
be known through a local event (such as a confionaif a resource reservation), or through a
new offer sent by the caller.” [RFC 3312]

Preemptable Circuit A circuit that is active with or reserved for altilevel precedence and
preemption (MLPP) call: (a) within the same domasrthe preempting call and (b) with a lower
precedence than the preempting call. A busy @arvesl circuit for which a precedence level has
not been specified is not a preemptable circuit.

Preemption Initiating Exchange An exchange that is congested (i.e., no idlaudsy and has
received a preempting call setup.

Preferred Elastic A specially created service class category totmeigue DoD application
requirements; it has varying degrees of servicgesatategories. Examples include short,
interactive transactions and delay-sensitive faasfers.

Presence/AwarenessA status indicator that conveys ability and widjness of a potential user
to communicate. A user’s client provides presenfimation (presence state) via network
connection to a presence service, which is staredhat constitutes the user’s personal
availability record (called a presentity) and camhade available for distribution to other users
(calledwatcher$ to convey the user’s availability for communicati Presence information has
wide application in many communication services snahe of the innovations driving the
popularity of instant messaging (IM) or recent igrpkntations of voice over IP clients.

A user client may publish a presence state to atdiits current communication status. This
published state informs others that wish to corttaetuser of the user’s availability and
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willingness to communicate. The most common uga@$ence is to display a status indicator
icon on IM clients, and a list of correspondingttd&scriptions of each of the states. Even when
technically not the same, the “on-hook” or “off-l3@tate of a called telephone is an analogy;
the caller receives a distinctive tone indicatimgwwailability (“line busy”) or availability (“ring-
back tone” followed by voice mail).

Private Branch Exchange (PBX) PBX Line A line appearance at the local switching system

that permits connection to a customer premise bimgcsystem. The connecting facility may be
1- or 2-way, and it may be loop start or groundtstA PBX line is like an individual line except
for ringback, power cross test, and permanent sigeament.

Private Branch Exchange (PBX) Type 1 (PBX1)A PBX with multilevel precedence and
preemption (MLPP) capabilities. Based on missemuirements, this switch may serve those
non-command and control (C2) users defined as Ds#bsthaving a military mission that might
receive C2 calls for orders or direction at preoceddevels above a ROUTINE precedence, even
though they do not have a C2 mission for issuindance or orders. FLASH and FLASH
OVERRIDE users are not authorized to be servedPBXé1 and must connect to an End Office
Switch or a Small End Office Switch.

Private Branch Exchange (PBX) Type 2 (PBX2)A PBX with no multilevel precedence and
preemption (MLPP) capabilities. This switch carveeonly DoD, non-DoD, non-governmental,
and foreign government users having no missiom®@munications requirement to ever originate
or receive command and control (C2) communicatiorder existing military scenarios. These
users are provided access to the DSN for the ecaemampolicy benefits of the DoD, when it is
not in conflict with local Public Telephone and &gtaph (PTT) ordinances. During a crisis or
contingency, they may be denied access to the BefSwitched Network. The
IMMEDIATE/PRIORITY, FLASH, and FLASH OVERRIDE useewe not authorized to be
served by a PBX2.

Propagation Delay Travel time of an electromagnetic signal from ameasurement point to
another.

Proprietary End Instrument (PEI) A user appliance that interacts with the sendpgliance
(i.e., Local Session Controller, Multifunction Saftitch, or Wide Area Network Softswitch),
using a proprietary protocol to originate, acceptj/or terminate a voice, video, or data
session(s).

Proprietary IP Trunk (PIPT) A virtual network element that provides a virtlRaltrunk
connection between a pair of certified switcheg.(@eployable Voice Exchange (DVX) to
DVX, DVX to Private Branch Exchange Type 1 (PBXD)VX to Private Branch Exchange
Type 2 (PBX2)). The PIPT may use proprietary sigiggbut must support the equivalent
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features and functions of a Primary Rate Interfaudtilevel precedence and preemption
(MLPP) (T1.619a), or non-MLPP (NI 1/2), as apprafei

Protection A preplanned alternate path for the service.

Proxy Server “An intermediary entity that acts as both a sear a client for the purpose of
making requests on behalf of other clients. A grearver primarily plays the role of routing,
which means its job is to ensure that a reques#ns to another entity “closer” to the targeted
user. Proxies are also useful for enforcing poffoy example, making sure a user is allowed to
make a call). A proxy interprets, and, if necegsawrites specific parts of a request message
before forwarding it.” [RFC 3261]

Q

Quiality of Service (QoS) The capability to provide resource assurancesamice

differentiation in a network. Used with the Logdaka Network to provide different priority to
traffic flows or sessions, or guarantee a certaell of performance to a traffic flow or session in
accordance with requests from the application @ogr Quality of Service is used in
conjunction with traffic tagging to guarantee tpabritized traffic flows or sessions are given
preferential treatment.

Quality of Service Domain An administrative network domain that is desighaded on a
single quality of service architecture and operateder the same set of quality of service
policies.

Quality of Service Network A quality of service aware or enabled networlcahsists of one
or more interconnected quality of service domains.

Queuing Delay Waiting time of a packet for its turn to be seed at the interface of a network
device, such as a router.

R

Reconfigurable Optical Add Drop Multiplexer (ROADM) Optical terminal equipment
capable of terminating up to 80 channels in botldations. It performs wavelength add and
drop functions, as well as allowing wavelengthpass through.
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Reliability The ability of a system and its parts to perfaisimission without failure,
degradation, or demand on the support system.M&ae Time Between Failures (MTBF) and
Mean Time Between Maintenance (MTBM).

Release to PivofRTP) A network routing capability that consists of dlection of call setup
procedures that provides flexibility to a Tandemit8wMultifunction Switch/End Office-type
switch to determine conditions for either forwaiglan call or releasing it back to a previous
switch in the call path. The RTP is a network ¢algg that is invoked in support of service or
business needs, and not invoked directly by anused The RTP network capability permits an
operator services switch, after it has determinadva destination for the call, to have the
connection established from the originating switdlme basic capability allows any switch to
indicate to switches farther forward in the calilpthat it has the ability to pivot the call. An
application that determines the new destinatioritfercall (in this case, the operator services
switch) can release the call then with a Rediraddomber parameter containing the address of
the new destination. The Pivot switch (in thiss;dle originating switch) will not terminate the
call on receipt of the Release message, but wsk fiae call forward toward the new destination.
The result is that the Release switch, which datechthe new destination, saves an incoming
and an outgoing trunk relative to the case whezectil is forwarded to the new destination.

Remote Switching Unit (RSU) A telecommunications switch that is connectedrtd
dependent upon a host switch (End Office (EO) Swildultifunction Switch (MFS), or Small
End Office (SMEO) Switch) for some or all centralizoperations, administrative, and
maintenance capabilities. It is a switching fumetintegral to the Defense Switched Network
(DSN) (and part of the Global Information Grid)héfRSU may be used to provide different
functions: EO/SMEO or Private Branch Exchange (PBXused as an EO/SMEO, the RSU
must meet all the requirements of an EO/SMEOQO, anuist be connected via the host-remote
link to a DSN backbone Stand-Alone Switch or MASused as a PBX, the RSU must meet all
the requirements of a PBX; and it must be conneated host-remote link to an installation
EO/SMEOQO. Mission requirements of the users comtktt the RSU dictate site-specific
application as an EO/SMEO or PBX. The RSUs wiltdsted with and without the host switch
for interoperability certification.

Remote Switching Unit (RSU) Degraded OperationsThe RSU operations when one of two
conditions are met: (1) stand-alone, when the ldsumbilical has been severed; and (2)
partial stand-alone, when the host link umbilisasaturated with traffic or the host link is pdiyia
“out-of-service.”

Remote Switching Unit (RSU) Normal OperationsThe RSU operations when the umbilical
line or trunk is fully connected to the host swijtelhnd neither the host nor the RSU is in a
degraded condition.
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Remote Switching unit (RSU) Standalone OperationsThe RSU operations when the
umbilical links between the host and the RSU arepetely severe.

Required Requirement [Required] A requirement is required if it must be met ie thitial
operational capability (I0OC). The IOC is assodateth the fiscal year 2008 timeframe. An
IOC requirement is often labeled a Threshold regment to differentiate the requirement from
an Objective requirement.

Resource Reservation Protocol (RSVPA protocol developed by the Internet Engineering
Task Force for hosts (applications) and routexotamunicate service requirements to the
network and to enable the routers in the netwodetaup the reservations.

Response TimeRound-trip delay from a network application s@utisrough destination, back
to the application source.

Restoration The switching of the service to an alternate @édtér a failure.

Route Code A special purpose Defense Switched Network cbdegermits the customer to
inform the switch of special routing or terminati@yuirements. At the present time, the route
code is used to determine whether a call will usrit-switched data or voice-grade trunking.
The route code may be used to disable echo suppsesmsd cancellers, and override satellite link
control.

Router A router is an appliance that is a packet swiitett operates at the network layer of the
Open Systems Interconnection Protocol model. Resuwtéhin the Internet Protocol (IP)
AssuredReal-FimeServices ARTS) architecture interconnect networks over local arde

areas, and provide traffic control and filteringquétions when more than one pathway exists
between two endpoints on the network. The prinfiangtion of routers is to direct IP packets
along the most efficient or desired path in a mdstetwork that consists of redundant paths to a
destination. Many routers in the DoD UFZRFS architecture include Local Area Network |
switch functions and the distinction between the types of appliances continues to blur.

S

Secure Communications over IP (SCIP) over InterneProtocol (IP) The transport of SCIP
information over an IP network. The SCIP traffande transmitted over an IP network in many
ways, but currently, the U.S. Government requir€”Sdevices to support transmission of SCIP
on IP networks via V.150.1 Modem Relay.

Secure Cryptographic ProcessesSecure cryptographic processes constitute the bas
requirement for effective data security and effectiata protection in the use of information

A-41



Appendix Al — Definitions, Abbreviations and Acromgs, and References
Section A2 — Glossary and Terminology Description

technology. The basic requirements include digitgthatures, authentication and access control,
and encryption.

Secure End Instrument (SEI) An end instrument that is able to operate inntienalreal
timeassuredervicedRTS}mode and in a secure (typically type 1 encryptioope. The
primary function of the SEI is to maintain Red/Blaeparation by applying upstream media
encryption for secure calls while maintaining maitel security filtering to allow a user to talk
in either secure or non-secure mode. The Intétr@bcol (IP) SEI is not currently designed to
support secure video. It is hoped that the Voiger &P secure terminal equipment will adopt the
Assured Service Session Initiation Protocol (AS)&I®theRFSsignaling protocol, which will
allow it to interoperate with any AS-SIP-based Ldgassion Controller. However, it is not
known if that capability will be included and tharkest that it might occur is fiscal year 2012.
For the purposes of this document, the term ertduiment shall apply to an end instrument or
SEI unless specifically noted.

Secure Telephone Equipment (STE)This term refers to both a DoD Secure Commurooati
Device (DSCD) and a mode of operation. It is a DSRat utilizes any one of the multiple
supported protocols to conduct a secure sessidmanitther compatible protocol device (e.g.,
Secure Terminal Equipment (STE), Secure Telephang TUhird Generation (STU-III), or
Future Narrow Band Digital Terminal (FNBDT)/ Sec@emmunication Interoperability
Protocol (SCIP)-capable device).

Secure Telephone Unit (STU)This term refers to both a DoD Secure Communicatevice
(DSCD) and a mode of operation. A STU has a spguibtocol that is used for conducting a
secure session with another STU compatible DSCD.

Secure Voice over IP (SVolP)Provides Type 1 encrypted communications endhtb e

Security (encryption for confidentiality) is prowd at the Application layer using Secure
Communication Interoperability Protocol (SCIP) (farly known as Future Narrow Band

Digital Terminal (FNBDT)) devices. The encryptiantypically Type 1; however,

SCIP/FNBDT devices can use other crypto methoddiaraties, such as Advanced Encryption
Standard. Secure VolIP provides talker-to-listexgmurity and session unique security levels. It
is capable of transitioning through black PublicitSiv Telephone Network (PSTN) and provides
interoperability with legacy service voice systefscure Telephone Unit (STU) and Secure
Teminal Equipment (STE)).

Secure Voice over Secure IP (SVoSIPThe use of SVolP devices on a Voice over Secure
Internet Protocol (VoSIP) network that provides tbiéowing features:

e Security (confidentiality) is provided at both taeplication and network
layers
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e Using Secure High Assurance Internet Protocol BitoryHAIPES) + Future
Narrow Band Digital Terminal (FNBDT)

e Confidentiality within HAIPES domain (end-to-end tmp of system high)

¢ Independent negotiations can permit interopergbiith FNBDT only

HAIPES only systems

Selective Call Forwarding A feature that allows customers to have onlysdatim selected
calling parties forwarded.

Service ClassA set of traffic that requires specific delays$pand jitter characteristics from the
network for which a consistent and defined per-bepavior applies.

Service Level Agreement (SLA)Binding contractual agreement between two par@sbal
Information Grid (GIG) networks service provideida@IG users, listing offered services and
service-level specifications regarding the techrpesameters of the service requested. An SLA
may include traffic conditioning rules. An SLAa$ten the results of the mission planning
process.

Service Level Commitment (SLC) A numerical performance value that specifies a
commitment made by the provider to the user, insérgice level specifications of the service
level agreement.

Service Level Specification (SLS)A set of quantitative performance metrics thgetber
define the service offered to a traffic stream Wyifferentiated Services domain related to a
specific service level agreement.

Service Provisioning Policy A policy that defines how traffic conditionersaronfigured on
differentiated services (DS) boundary nodes and tnaffic streams are mapped to DS behavior
aggregates to achieve a range of services. [RF6]24

Session The underlying Assured Services Session IniteBootocol (AS-SIP) or Proprietary
Voice over Internet Protocol (VolP) session thainscessed by the Proprietary End
Instrument/AS-SIP End Instrument and the Local isesSontroller. The VolIP signaling and
media streams in the applicance that support anigwhl end user’s call.

Session Initiation Protocol (SIP) The SIP is “...an application-layer control (signg)

protocol for creating, modifying, and terminatirgssions with one or more participants. These
sessions include Internet telephone calls, multienditribution, and multimedia conferences.”
[RFC 3261]
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Session Initiation Protocol (SIP) User Agentsintelligent Internet Protocol (IP) telephones
with SIP software that create and management a&ision.

Session Initiation Protocol (SIP) Proxy ServerEquivalent to time division multiplexing

(TDM) call processing software that detects calldervice (“off-hook”), analyzes address digits
received, and based on data contained in transl&ldes/local subscriber line tables obtains the
called telephone addressing information. Thearivards the session invitation directly to the
called telephone if it is located in the same damai to another proxy server if the call
telephone resides in another domain.

Session Initiation Protocol (SIP) Redirect ServerEquivalent to time division multiplexing
(TDM) routing tables that allow SIP proxy servesgiirect SIP session invitations to external
domains. The SIP redirect servers may residedrséime hardware as SIP registrar and ISP
proxy servers.

Session Initiation Protocol (SIP) Registrar ServerEquivalent to time division multiplexing
(TDM) subscriber line database tables and classsifarkall telephones served directly off or by
the Local Session Controller controlling a domaim.SIP messaging, these servers retrieve and
send participant’s IP addresses and other pertinfarmation to the SIP proxy server.

SETUP MessageThe SETUP message is sent by the calling uséetaetwork or by the
network to the called user to initiate call estsliiinent. Defense Switched Network (DSN) calls
shall use the SETUP message specified in Americiohal Standards Institute T1.607. The
Channel Identification, Calling Party Number (whearailable), and Called Party Number are
mandatory information elements (IEs). For a Meltdl Precedence and Preemption (MLPP)
call (invoking MLPP feature) on the DSN user-towerk interface, the SETUP message shall
include the Precedence Level IE. It shall contdiver IEs, such as the Business Group IE for
the Community of Interest feature, when such unig8&l features are required and the call
identity IE (as defined in International Telecomrimation Union (ITU) Recommendation
Q.931) for the MLPP feature. The precedence landIMLPP service domain (both contained
in the Precedence Level IE), and the Calling Ptgnber (contained in the Calling Party
Number IE) shall be used to mark the circuit (idfeed in the Channel Identification IE) to be
preempted as “reserved” for reuse by the preemgtfigvhen the Look-Ahead for Busy option
is exercised on the DSN user-to-network interface.

Seven Digit Dialing The ability to dial using the seven digits of gwatch code and line
number to establish either interswitch or intrastvitalls within the same numbering plan area.

Shaping The process of delaying packets within a traffieain to cause it to conform to some
defined traffic profile. [RFC 2475]
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Signaled Flow A flow that requires signaling to determine iéth are sufficient resources to
support its quality of service requirements. H tiesources do not exist or cannot be preempted,
the flow is blocked from entering the network.

Signaling The process of exchanging information betweendwmore parties to initiate or
terminate a communication session, and for the gemant and maintenance of the session.

Signaling Appliance See Assured Services Session Initiation Prot@®SIP) Signaling
Appliance.

Signaling Gateway (SG) Function A signaling gateway function receives/sends sveitc

circuit network native signaling at the edge ofadadnetwork. For example, the SG function
MAY relay, translate or terminate Signaling System N(S7) signaling in an SS7-Internet
Gateway. The SG function MA¥Iso be co-resident with the Media Gateway (M@ction to
process switched circuit network signaling assedatith line or trunk terminations controlled
by the MG, such as the D-channel of an IntegratrdtiGs Digital Network (ISDN) Primary

Rate Interface trunk. The use of the SG functighiwthe Assured Real Time Services Generic
System Requirements refers only to SS7 signalirfite use of the SG within the Assured
Services Session Initiation Protocol Generic SysHecification allows for the SG to be co-
resident with the MG. [RFC 2805]

Small End Office (SMEO) “A switch that serves as the primary switch, fuoes as an EO
[End Office], but at smaller DOD [Department of Be$e] installations. A SMEO does not
have full DSN [Defense Switched Network] Networlaffic Management capabilities. It offers
limited performance reporting and may not supp&T £ignaling System No. 7] signaling.
Therefore, SMEOSs will not serve installations tagg critical to combatant command missions
where NM [network management] control and netwaskvity for situational awareness is
required.” [CJCSI 6215.01C]

Softphone An end-user software application on an approyeztating system that enables a
general-purpose computer to function as a telepleoadyinstrument. It will be tested on an
approved operating system as part of the systeraruasgt. The Softphone application is
considered an IP End Instrument and is associaitbdive IP telephone switch.
Softswitch A programmable network appliance that:

e Controls connection services for a media gatewayoamative IP end points.

e Selects processes and services that can be appkechll.

e Provides routing for call control within the netwdrased on signaling and customer
database information.
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e Transfers control of the call to another networnegnt.
¢ Interfaces to and supports management functiorfs asiprovisioning, fault, and billing.

¢ Ability to control the access of sessions withim &xternal to its domain. [International
Softswitch Consortium]

Strong Authentication The process of authenticating a user based leastttwo of three
factors: something you know (i.e., username arsd\ypard), something you have (i.e., token
device), and something you are (i.e., fingerprints)

Subscriber The owner of a public key contained in a PubleyKnfrastructure certificate. A
subscriber may be an appliance or a person.

Survivability The capability of a system to survive in a spedithreat environment and
accomplish its designated mission.

Synchronization An arrangement for operating digital switchingteyns at a common (or
uniform) clock rate whereby the data signal is agganied by a phase-related clock.
Improperly synchronized clock rates result in th&slof portions of the bit streams and a
concomitant loss of information.

System An appliance or group of appliances. The systdessribed in this document include
Multifunction Softswitches, Softswitches, Local Sies Controllers, Media Gateways, Border
Controllers, End Instruments, LAN switches, and el

SystemUnder Test (SUT) The inclusive components required to test a EdifCapabilities
product for Approved Products List certificatioBxamples of a SUT include Time Division
Multiplexing (TDM) or circuit-switch components, W& over Internet Protocol system
components (e.g., Local Session Controller andv&ate Local Area Network components
(e.g., routers and Ethernet switches), and Endumsnts.

T

Tactical Network Element (T-NE) A T-NE is any network element used in the tattica
network. A T-NE can be used for long local, encégugd time division multiplexing (TDM),
and Proprietary Internet Protocol Trunks.

Tandem Call Trace A feature that identifies the incoming trunk of adam call to a specified
office directory number. The feature is activabgcentering the specified distant office directory
number for a tandem call trace. A printout of ith@oming trunk number and terminating
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directory number, and the time and date is gengfateevery call to the specified directory
number.

Telecom Switch/DeviceHardware or software designed to send and reeeive, data, or
video signals across a network that provides custamice, data, or video equipment access to
the Defense Switch Network or public switch telecaummications network.

Ten-Digit Dialing The abilityto use ten digits comprising the area code, swaitcle, and line
number to establish interswitch calls where the Ioeinplan area of the calling party is different
from the number plan area of the called party

Terminating Internet Protocol (IP)/Time Division Mu ltiplexing (TDM) Signaling
Gateway Function The function related to receiving an Assured Bergession Initiation
Protocol (AS-SIP) INVITE from the IP network anchgieng an Initial Address Message
(IAM) onto the Signaling System No. 7 (SS7) netwotkthe AS-SIP INVITE included an
encapsulated Integrated Services Digital NetwdBlo{l) User Part (ISUP) IAM, then it is
decapsulated — identical to Incoming Interworkingjtihn International Telecommunications
Union — Telecommunication Standardization SecfouJ(ll) Recommendation Q.1912.5,
Interworking between Session Initiation Protocad &earer Independent Call Control
Protocol or ISUP.

Terminating Gateway Assured Service Session Initiation Protocol (AB)Sor
Telephones signaling appliance performing the teatimg Internet Protocol (IP)/Time
Division Multiplexing (TDM) Signaling Gateway function in the case of TDM bnidpcall
flows and IP-to-TDM call flows, and either direcgrving the destination IP End
Instruments or the AS-SIP signaling appliancesasgnting the destination IP End
Instruments in the case of TDM-to-IP call flows.

Three-Way Calling A feature that allows a station in the talkingtstto add a third party to
the call without operator assistance.

Throughput The number of octets is successfully transmitteté(het Protocol) during the
measurement interval (typically seconds). Assuimepackets sent do not exceed capacity of

the link. [NCIDv3-QoS{T300)XEESP] |

Tracing of Terminating Calls A feature that identifies the calling number otraoffice calls or
the incoming trunk on incoming calls for calls tamating to a specified directory number. When
this feature is activated, a printout of the or&ging directory number or incoming trunk number,
terminating directory number, and the time and datgenerated for every call to the specified
line.
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Trace Call in Progress A feature that identifies the originating diregtmumber or incoming
trunk for a call in progress. The feature is atid by authorized personnel entering a request
that includes the specific terminating directorymner or trunk involved in the call.

Traffic Classification A mechanism that allows the networks to distispiamong different
categories of traffic, connection requests, andigroning requests. The classification may be
performed at the Edge and Core nodes during packetport, as well as through indications in
the control and management planes for setting apexiions and provisioning. Classification
can be based on fields in the packets and/or itiditgin control and management messages.

Traffic Conditioner An entity that performs traffic conditioning furens and may contain
meters, markers, droppers, and shapers. Traffiditoners are typically deployed in
Differentiated Services boundary nodes only. Afitaonditioner may re-mark a traffic stream
or may discard or shape packets to alter the temhpbaracteristics of the stream and bring it
into compliance with a traffic profile. [RFC 2475]

Traffic Conditioning Control functions performed to enforce traffiagsification rules and
may include traffic metering, marking, shaping, @oticing. Traffic conditioning, when used,
will be tied to the parameters chosen for the efidoad control.

Traffic Conditioning Agreement (TCA) An agreement specifying classifier rules and any
corresponding traffic profiles and metering, magkidiscarding, and/or shaping rules that are to
apply to the traffic streams selected by the cli@ssiA TCA encompasses all traffic
conditioning rules explicitly specified within arsee level agreement along with all the rules
implicit from the relevant service requirements/androm a Differentiated Services domain’s
service provisioning policy. [RFC 2475]

Traffic Engineering An operator or automaton with the express purpbdseinimizing
congestion in a network. It encompasses the agipit of technology and scientific principles
to the measurement, modeling, characterizationcanttol of Internet traffic, and the
application of such knowledge and techniques téeaehspecific performance objectives. [RFC
2702]

Trunks Time Division Multiplexing (TDM) links used by arcuit switch system to connect to
or interconnect Defense Switched Network switches.

Trust Point Public keys (or certificates containing themttine relying party designates as
reliable and trustworthy. The relying party shoaltain the public keys (or certificates) through
a reliable out-of-band method. Trust points angallg Root Certificates. Under certain
circumstances, a relying party may decide to @mnsnhtermediate Certificate Authority (CA) or
even an end-entity. Trust is transitive. If teé/ing party trusts a CA, it also trusts other GéAs
which the CA delegates its CA responsibilities.isTik also known as a trust anchor.
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U

Unified Capabilities (UC) The seamless integration of voice, video, and datvices delivered
ubiquitously across a secure and highly availablevark independent of technology
infrastructure to provide increased mission effextess to the warfighter and business
communities. Unified capabilities integrate stamdebased communication and collaboration
services including, but not limited to, the followt

e Messaging
e Voice, video, and web conferencing
¢ Unified communication and collaboration applicaanr clients

These standards-based UC services are integratie@wéilable enterprise applications, both
business and warfighting.

User Agent Client (UAC) “A user agent client is a logical entity thatates a new request, and
then uses the client transaction state machinesgnd it. The role of UAC lasts only for the
duration of that transaction. In other words, ffiece of software initiates a request, it acta as
UAC for the duration of that transaction. If iceves a request later, it assumes the role of a
user agent server for the processing of that tiosa” [RFC 3261]

User Agent Server (UAS)“A user agent server is a logical entity thateates a response to a
SIP request. The response accepts, rejects, ioectdthe request. This role lasts only for the
duration of that transaction. In other words, ffiece of software responds to a request, it acts a
a UAS for the duration of that transaction. If§&nerates a request later, it assumes the role of a
user agent client for the processing of that tretisa.” [RFC 3261]

User Roles Common privileges assigned to users or appliabased on need. The following
user roles are defined within tRealHme-Services{RTBhified Capabilitiednformation |
Assurance architecture:

e System Security Administrator

— Defines and assigns user privileges.

— Adds and deletes user identifications (IDs).

— Disables or enables the use of specific user IDsgs IDs.

— Initializes and resets login passwords.

— Initializes and changes cryptographic keys.

— Sets the system password aging thresholds.

— Sets the system limit on the number of failed lcafiempts.
— Removes a lockout or changes the system lockoetr tualue.
— Sets the system’s inactivity timer value.
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— Sets system security logging and alarm configunatio
— Manages the system security logging processes.

— Upgrades security software.

— Terminates any user of system session.

e System Administrator

— Installs appliance.

— Defines and assigns new user and group privileggseaperating system level.
— Maintains a record of all requests for login IDs.

— Adds and deletes users at the operating systerh leve

— Disables the use of specific IDs as login IDs (ebm, sys, etc.).

— Installs operating system updates and patches.

— Monitors system logs.

— Maintains and monitors access and changes to SUBERUbassword.

— Controls access to SUPERUSER account.

— Manages system logging processes.

— Delegates administration authorizations to spepiicsons in other roles.
— Terminates any user or system session.

e Application Administrator
— Avrole responsible for the proper activation, manance, and usage of an
application on an appliance. Application admimigir tasks include upgrading
application software.

e Privileged Application User

— A user with the capability to originate ROUTINE aaldove ROUTINE
precedenc&¥FSsessions

e Application User

— A user who may execute applications on a systemay originate ROUTINE
precedence sessions

\Y

Video Teleconferencing (VTC) Two-way electronic form of communications that pésnwo
or more people in different locations to engagkae-to-face audio and visual communication.
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Meetings, seminars, and conferences are condustéa@lathe participants are in the same
room.

Video Teleconferencing Unit (VTU) Video teleconferencing end point equipment that
performs the following functions: coding/decodwigaudio and video; multiplexing of video,
audio, data, and control signals; system contral; end-to-end signaling. It may include
input/output functions, embedded cryptographic fimms, network interface functions, end-to-
network signaling, and connections to networks.

Virtual Network Element (VT-NE ) A VT-NE is any network element integrated into a
certified Defense Switched Network switch. A T-N&h be used for long local, encapsulated
time division multiplexing (TDM), and Proprietargternet Protocol Trunks.

Voice over IP (VolP) SystemA set of components required to provide DefensicBed
Network (DSN) Internet Protocol (IP) voice serviéesm end instrument to DSN trunk, or IP
phone to IP phone. The VolP system includes,$uobt limited to, the IP telephony instrument,
the local area network, the Local Session Contradlied the IP gateway.

Voice over Secure Internet Protocol (VoSIP)The instantiation of Internet Protocol (IP)
Telephony on a classified local area network orenadea network infrastructure that provides
the routing of voice conversations using Securerirgt Protocol Router Network (SIPRNet) as
the transport medium. The use of SIPRNet allovesug secure environments to communicate
at the Secret level without the need for specidlizigones or the use of key material.
Bidirectional interoperability with the Defense R8ditch Network is provided through the
Defense Information Systems Agency-managed IP-toeTDivision Multiplexing (TDM)
interfaces.

Voiceband Data (VBD) (Modem Pass-Through)A subset of Modem over Internet Protocol
(IP) in which modem signals are transmitted overbice channel of a packet network.

W

Wide Area Network (WAN) Level Assured Services Adnssion Control (W-ASAC) The
processes on a Multifunction Softswitch or AssuRe@l Time ServiceSoftswitch that ensure
that quality of service requirements of a highexgedence service will be met at the expense of
a lower precedence service if the WAN conditionsidballow meeting quality of service
requirements of all services. The processes giealy associated with the preemption of lower
precedence sessions within the WAN to ensure ighthprecedence sessions can be
completed. In addition, the W-ASAC ensures thasitbtended Local Session Controllers
remain within their traffic engineered real timewsee allocations.
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Wide Area Network Softswitch (WAN SS) A standalone Approved Products List product that
acts as an Assured Services Session InitiatioroBosbBack-to-Back User Agent within the
Unified Capabilities (UC) architecture. It provglthe equivalent functionality of a commercial
SS and has similar functionality to the SS componéa Multifunction Softswitch (MFSS).

The functionality of the Local Session ControlleS(C) is a conditional requirement and the
support of a Signaling Gateway is not requirede Ftlusion of the product in the UC
architecture allows the functionality of an MFSSwachieved by interconnecting two separate
appliances (Multifunction Switch and WAN SS), pasgiprovided by different vendors. The
creation of a WAN SS provides Government flexilgilit the rollout of UC Voice and Video

over Internet Protocol capabilities and eases tigeation of time-division multiplexing (TDM)
technology based services to IP technology-baseitss.

Wireless Can refer to either 802.x devices or cellulagpblbnes (see UCR 2010, Section
5.3.1.6.2, Operational Changes, for more details).

Wireless Device An 802.x device or cellular phone.

Wireless Access Bridge (WAB)A device that connects two local area network sagm
together via wireless transmission.

Wireless End Instrument (WEI) A Defense Switched Network command and contr@l) (@
non-C2 user device that receives voice servicani# telephone instrument using wireless
technologies, such as 802.11 or 802.16. Also knasva wireless telephony subscriber.

Wireless Local Area Network (LAN) (WLAN) Generic term used to describe the use of
wireless technologies in the LAN. The WLAN inclgdal the wireless terminology (i.e.,
wireless access bridge, wireless end instrumedt\¥éineless LAN Access System).

Wireless Local Area Network (LAN) Access System (WAS) An implementation of wireless
technologies considered to be the replacementeogbliysical layer of the wired Access Layer of
a LAN.
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SECTION A3
ACRONYMS AND ABBREVIATIONS

e

LA e

3GPP Third Generation Partnership Project

e e e Dol o Bl |
3GSM Third Global System for Mobile |
R

2417 24-Hours, 7 Days A Week

A !E A | !E .. | |
AAF Army Air Field

AAG Access Aggregation Function

AALS ATM Adaptation Layer 5

AAR - AutomaticAlternate Routing
AERT— A dende Seenle coond Toe L
ac Alternating Current
A Arliecen Do
SR o
. y

ACC Automatic Congestion Control

ACD Attendant/Call Director

ACD Automatic Call Distribution

ACD Automatic Call Distributor |
ACG  Automatic Call Gap

ACL Access Control List

ACM Address Complete Message

AohAoe A deemedl e Cpedeaper Moo e Cpndline Saio
S fpemne o Coll eleniog

ACTA Administrative Council for Terminal Attachment
ADIMSS Advanced DSN Integrated Management Suppgste®n
ADM Add-Drop Multiplexing

ADN Area Distribution Node

Al Aoelee Peplos tomene blocboe

AEI AS-SIP End Instrument

AES Advanced Encryption Standard

AF Assured Forwarding

AF3 Assured Forwarding-3

AF4 Assured Forwarding-4
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AFB Air Force Base
i Floxibl ng
AESCN— Air Force Satellite Control-Network

AG Access Gateway
AGF Access Grooming Function
AHWG Ad Hoc Working Group

A Acmeed solloennt Lol
e Identifod ! Diali

AIS Alarm Indication Signal

AIS Automated Information System

AIS-CI Alarm Indication Signal — Customer Instaidat
s

A-link Access Link

S A e e adiop oo

AMA Automatic Message Accounting

AMI Alternate Mark Inversion

AMR Adaptive Multi-Rate

AMSL Above Mean Sea Level

ANM Answer Message

ANS Answer Message

ANSI American National Standards Institute
AOR Address of Record

AOR Area of Responsibility

APL Approved Products List

APRI Address Presentation Restricted Indicator
APS Automatic Protection Switching
AR Access Router

AR Aggregated Router

AR Aggregation Router

AR Automatic Recall

ARD Automated Receiving Device

ARP Address Resolution Protocol
ARS—  Automatic-Route-Selection
ARTS— Assured-Real Fime-Senvices

AS Assured Services
AS Application-Specific Maximum
AS Autonomous System
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ASAC Assured Services Admission Control

ASCII American Standard Code for Information Inteange

ASD(NII) Assistant Secretary of Defense for Netws& Information
Integration

ASF Assured Services Features

ASLAN Assured Service Local Area Network |

ASP Application Server Process

AS-SIP Assured Services Session Initiation Protocol

AS-SIP-T Assured Services Session Initiation Prottéar Telephones |

A oo Tonddogy

ATA Analog Terminal Adapter

ATC Authority to Connect

ATIS Alliance for Telecommunications Industry Sadunt

ATM Asynchronous Transfer Mode

ATO Authority to Operate

ATP Acceptance Test Procedure/Plan

ATQA Attendant Queue Announcement

AU-3 Administrative Unit-3

AU-4 Administrative Unit-4

AU-4-Xc Administrative Unit-4-Xc

AUC Authentication Center

Auth Authorization

AVvC  Advanced Video Coding

AVP Audio/Video Profile

AVPF Audio-Visual Profile with Feedback

B/P/CIS Base/Post/Camp/Station

B2BUA Back-to-Back User Agent

B3ZS Bipolar 3 Zero Substitution

B8ZS Bipolar with Eight-Zero Substitution

BA Billing Agent

BAF Bellcore AMA Format

BASE Baseband

BB Backbone

BBG  Basic Business Group

BC Bearer Capability

BC Border Controller

Boo— Beleore il Coppnony
BCE  Bridged Call Exclusion
BCI Backwards Call Indicator

" . lontificat
BCR— BestCurrentPractice
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BE Block Error

BE Best Effort

BEHAVE Behavior Engineering for Hindrance Avoidance
BER Bit Error Rate

BERT Bit Error Rate Tester

BFCP Binary Floor Control Protocol

e oo Lo

Bobo oo oo Cppn e Aoce o ie Collban g
. iing

e s

BGMP Border Gateway Multicast Protocol
BGP Border Gateway Protocol

BGP-4 Border Gateway Protocol 4

BICC Bearer-Independent Call Control
BIP-N - BitInterleaved ParigNumber

BITS Building Integrated Timing Supply
BLSR Bidirectional Line Switched Ring
BLV Busy Line Verification

BNEA Busy Not Equipped Announcement
BNF Backus-Naur Form

BOOTP Bootstrap Protocol

BPV Bipolar Violation

BPA Blocked Precedence Announcement
BPP BitsPerPictureMaxKb

bps Bits per Second
2 e b Seenen

BRAC Base Realignment and Closure
BRI Basic Rate Interface

BSC Base Station Controller

BSR Bootstrap Router

BSS Base Station Subsystem

BTS Base Transceiver Station

BW Bandwidth

C Conditional

C&A Certification and Accreditation
C/PIS Camp, Post, or Station
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B S et e e

CA Certificate/Certification Authority

CAA Certification Approval Authority

CAC Call Admission Control

CAC Common Access Card
e e e e

CAG Channel Access Grooming

CAL Confidential Access Level

CALEA Communications Assistance to Law Enforcemécit
AR Cemenser Dodorned e Meconen feconn g
CAN Campus Area Network

CANF Cancel From

CANT Cancel To
. der
' lzod i . ks

CAS Channel-Associated Signaling
e e T
CAT Category

CATS Category 5

B e e
CB-WFQ Class-Basis WFQ

CCI/SIA Combatant Commander/Service/Agency
CCA Call Connection Agent

CCA Call Control Agent

CCAT Continuous Concatenation

CCB Configuration Control Board

ccc Clear Channel Capability
Rl e [ COMIEEC S edlony Prosran)
e e e e ]

CCITT International Telegraph and Telephone Coasivlk Committee (now
ITU-T)

CCM Codex Control Message

CCM Configuration Control and Management

CCMP Counter with Cipher Block Chaining-Messagehamtication Code
Protocol

e e

CCs Common Channel Signaling

CCSs7 Common Channel Signaling System No. 7

B R T e
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. <
e Divisi I'll 0
cdPA - Called Party Address

CDR Call Detail Recording
CDR Call Detail Record

CE Customer Edge

CE Router Customer Edge Router

CERPT——Commission-of European-Post-and Telecommunication
CES Circuit Emulation Service

o lati . ket

I | . .

CF Call Forwarding

CFB Call Forwarding Busy

CFBL Call Forwarding Busy Line
CFDA Call Forwarding - Don't Answer
CFI Canonical Format Indicator
CFR Code of Federal Regulations
CFV Call Forwarding Variable

CGA Carrier Group Alarm

CcCGAP  Call Gappiy

CGB Circuit Group Blocking Message
CgPA Calling Party Address

CgPN Calling Party Number

CHBK— ChannelBank
Cl Customer Installation

ciA- Central Intelligence Agency
CIC Circuit Identification Code

cib o Calling ldentity Delivery
CID Craft Input Device
clb— CraftInterface Device
. . ting
ARG ;IEt”“Igl Identity . .
e e e o DL S g o

ClO Chief Information Officer

I R—  Committed-nformation-Rate

CJCS Chairman of the Joint Chiefs of Staff

CJCsI Chairman of the Joint Chiefs of Staff InstiarT
CJCSM Chairman of the Joint Chiefs of Staff Manual
Ckt Circuit

CLAN  Converged Local Area Netwark
CLI Calling Line Identification
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CM Configuration Management

CM Countermeasure

CM Cryptographic Modernization

CMI Cryptographic Modernization Initiative

cCN Core Network
. : ng
Y . ys !

: " g | livery

CND  Computer Network De&inse

: " | " locking

CNT Count

({0 Central Office
e e e el
COCOM Combatant Commander
codec Coder/Decoder

Col Community of Interest

COIN Community of Interest Network
COMSEC Communications Security
CON Connect

CONOPS Concept of Operations
CONUS Continental United States

= e el
B e e el

COPS Common Open Policy Service

CoS Class of Service

COS Class of Service

COT Continuity Testing

CcoT Customer Originated Trace

COTS Commercial Off-the-Shelf

CPC Calling Party Category

C-PE Classified Provider Edge

CPE Customer Premises Equipment

CPCF Custom Picture Clock Frequency

CPG Call Progress Message

CpPe—— CoclemerPromices Syslem |
CPSG Call Park Subscriber Group

CPT Cryptographic Products Testing

e sl Do oo o Dopno] |
CPU Central Processing Unit

CQ Custom Queuing
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CR Customer Router

CRC Cyclic Redundancy Check

CRD CapsteneCapabilitiesRequirements Document
Crypto———Cryptographic

cs  Call Screening

CS Circuit-Switched

CS Class Selector
e Tesmlepl Sy

CSeq Command Sequence
CSN— Canadian-Switched - Network
CSPF Constrained Shortest Path First
R e s e Dronni o]
CSu Channel Service Unit

CT Call Trace

CTI Computer Telephony Integration
CTL Certificate Trust List

CUG Closed User Group

cVv Codeing Violations

CVvsD Continuously Variable Slope Delta
CVVolP Classified Voice and Video over IP
Cw Call Waiting

e s W e Pl
" . leat

" . inating
CcY Calendar Year

gital |
BP3——— Third Generation-ChannelBank
P4— Fourth-Generation-ChannelBank
ps—  Fifth Generation ChannelBank

DA Destination Address
A peefoes el lopen

DAA Designated Accrediting/Approval Authority
DAC Discretionary Access Control

DAD Duplicate Address Detection

DAM Diagnostic Acceptability Measure

DARTS  DISN Assured Real Time Sepas

= —oe b

DBMS Database Management System

dc Direct Current
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DCC Data Communications Channel

DCE Data Communication Equipment

e es D e parnlien Oy |
DCN Data Communications Network

pcp Designated Called Party
PCIN—  Defense Commercial Falemmunications-Network

DCVX Deployed Cellular Voice Exchange

D-D Deployable-to-Deployable |

bbb Direct Distance Dialing

DEMUX Demultiplexer

DES — DataEneryptionStandard |

DF Default

DFSU— DualFrequency-Signaling-Ynit |

DHCP Dynamic Host Configuration Protocol

DIA Defense Intelligence Agency

DIACAP Defense Information Assurance Certificataomd Accreditation
Process

. o e
DICE Dok “'Ee'elgellal.g"l'.ts =ommunications-Exerc

DiffServ Differentiated Services

DISA Defense Information Systems Agency

et Delence Infopadion S one Donens Clre[ar |
DISN Defense Information System Network

DISR DoD Informatlon Technology Standards Reglstry

DLC Digital Loop Carrier

DLoS Direct Line of Sight

DLSC Deployed Local Session Controller

DMS Defense Message System

DMSC Deployed Mobile Switching Center

DEMUX Demultiplexer

DMz Demilitarized Zone

DN Directory Number

D-NE Deployed Network Element

DNS Domain Name System

poc  Dynamic Overload Control |
DoD Department of Defense |
DODAF Department of Defense Architecture Framework

DoDD DoD Directive
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DoDI DoD Instruction

DoS Denial of Service

DOTS “DISN Overarching Technical Strategy”
pp—  DialPulse

DPC Destination Point Code

e el B I e
DRE  Directional Reservation Equipment

DRSN Defense Red Switch Network

DRT Diagnostic Rhyme Test

= Data-Set

DS Differentiated Services

DS Digital Signal

DSO Digital Signal Level O

DS1 Digital Signal Level 1

DS3 Digital Signal Level 3

DS12 Digital Signal Level 12

DSAWG DISN Security Accreditation Working Group
DSCD DoD Secure Communications Device
DSCP Differentiated Services Code Point

DS Field Differentiated Services Field

DSMCU Dual-Signaling Multipoint Control Unit
DSN Defense Switched Network

DSS DISN Subscription Service
et Deenel tobeep b Sl g sl gy
DSSS Dual-Signaling Softswitch

DSU Digital Service Unit

bsvT  Digital SubscribeVoice Terminal
AL Dol Tl fesene Iy

DTE Data Terminal Equipment

DTEP “DISN Technology Evolution Plan”
bt Date Time Group

DTMF Dual-Tone Multifrequency

DTR Desktop Review

DTU Digital Test Unit

e e e e el
DVS DISN Video Services

pvsGc—  DISN Video-Servicesslobal
BVSH—M— DBISN-Video-Services-I|

DVX Deployable Voice Exchange

DVX-C Deployable Voice Exchange — COTS
DVX-L Deployable Voice Exchange — Legacy
DWDM Dense Wave Division Multiplex
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E&M Ear and Mouth

= epersiee el plefendl Womar cn o
E2E End-to-End

E911 Enhanced Emergency Service

EA Enterprise Architecture

EAP Extensible Authentication Protocol

EA-TJTN Executive Agent for Theater Joint Tactibkdtworks

EAL4 Evaluated Assurance Level 4

EBC Edge Boundary Controller

EBER Excessive Bit Error Rate

eBGP External Border Control Protocol

EC Echo Canceller

EC European Community

ECAR-1 Enclave and Computing Environment Audit RddBontent-1
ECAR-2 Enclave and Computing Environment Audit RddBontent-2
ECAR-3 Enclave and Computing Environment Audit RddBontent-3

ECN Explicit Congestion Notification

ECO  Embedded Operations Channel |
ECTP-1 Enclave and Computing Environment Audit [TPaotection-1

ECU End Cryptographic Unit

EDC Electronic Dispersion Compensation |
EF Expedited Forwarding |
=’ el Lo

EF&I Engineer, Furnish, and Install

EFEC—  Enhanced Forward-Error-Correction
=R darer Caloway 2rotecol

El End Instrument
EIA Electronics Industries Alliance
EIR Equipment Identity Register

Els  Expanded Inbah Signaling
B Sleecpe e Tocohone Do)
E-LSP EXP-Inferred LSP

Elerm —eeopdle Lo Bloc e Loon Dliey
eltsR - Edge Label Switch Router

EMC Electromagnetic Compatibility
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EMI Electromagnetic Interference

eMLPP Enhanced Multilevel Precedence and Preemption
=e——— Flechomagihelc Lanpener-oviabon—Log(?)
EMS Element Management System

EMSS  Enhanced Mobile Satellite Systems

ENUM Electronic Numbering

EO End Office

oo = el iienle e Chonnel

EOL End of Life

S | Office Switcl
| ! Pri tehed L ice

ertPS Extended Real-Time Polling Service
ES  Enterprise Services

ES Errored Seconds

ESCON Enterprise Systems Connection

ESD Electrostatic Discharge

ESF Extended Superframe
sl el bonenen M ey

ESONET Enhanced Synchronous Optical Network
ool Sobeers e Do e Deoee
ESP Encapsulating Security Payload

ESP Essential Service Protection

ET End Terminal

B Eleebene Toedle Mooyl

ETS Electronic Tandem Switching

ETSI European Telecommunications Standards Institut
EUB End User Building

EV-DO Evolution-Data Optimized

EVDO Evolution-Data Optimized

F Factor

F FLASH

A Forwarding Adjacency

FAS Facility Associated Signaling

Fax Facsimile

FBI Federal Bureau of Investigation

FC Facility Code

FCAPS Fault, Configuration, Accounting, Performgramed Security
FCC Federal Communications Commission
FCI Forward Call Indicators

F-D Fixed-to-Deployable

finition
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FDL Facility Data Link

FDM Frequency-Division Multiplexing

FDSP Fiber Service Delivery Point

FE Fast Ethernet

FEAC Far-End Alarm and Control

FEBE Far-End Block Error

—Eec— Leonward =culvalence Class |
FEC Forward Error Correction

FECC Far-End Camera Control |
e ereop Eocipopeal oo Dorre

FEOOF Far-End Out of Frame

F-F Fixed-to-Fixed

FFR Fast Failure Recovery
e
FeB————————Feature Group B
e
FeBb——————————Feature Group D
e s e
e

FICON Fiber Connectivity

FIFO First-In First-Out

FIPS Federal Information Processing Standard
FIR Full Intra Request

FISMA Federal Information Security Management Act
Fisy - Fill-In Signaling Unit

FNBDT Future Narrowband Digital Terminal
F-NE Fixed Network Element

FNPA Foreign Numbering Plan Area

FO FLASH OVERRIDE

FOC Final Operational Capability

FolP Facsimile over Internet Protocol

FOO FLASH OVERRIDE OVERRIDE

FQDN Fully Qualified Domain Name

B e e
. A |

FRR Fast Reroute

FSD Feature Service Description
FSD Feature Specific Document

FSDP Fiber Service Delivery Point
FSO Field Security Office

F-T Fixed-to-Tactical

ft Foot
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FT Fast Track

FTR Federal Telecommunications Recommendation
FTS  Federal Technology Service

e e T cennpienl o S oy

e =

FTP File Transfer Protocol

FW Firewall

FX Foreign Exchange

FY Fiscal Year

G3 Group 3

G3 Fax Group 3 Facsimile

GAO  Government Accounting Office

GbE Gigabit Ethernet

GBNP Global Block Numbering Plan

Gbps Gigabits per Second

GCIRD Generic Cryptographic Interoperability Reguients Document
T e e e N

GE Gigabit Ethernet

GEl Generic End Instrument

GEM GIG Enterprise Management

GESP GIG Enterprise Service Profile

GETS  Government Emergency Telecommunications System
GFP Generic Framing Procedure

GHz Gigahertz

GIG Global Information Grid

GIG 2.0 Global Information Grid 2.0

GIG-BE Global Information Grid — Bandwidth Expansio
GLS Global Location Server

GMPLS Generalized Multiprotocol Label Switching

GNA— Gl Net-Assurance
e oo Blenerl Sl

GNSC Global Network Support Center
GOS Grade of Service

GOTS Government Off-the-Shelf

GPS Global Positioning System

GR Generic Requirement

GRE Generic Routing Encapsulation
GRS Circuit Group Reset Message

e
. o . nts
GSM Global System for Mobile
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GSR Generic System Requirement

e e Solee s Dol e g
GSTP Generic Switching Test Plan

R e . T

HAIPE High Assurance Internet Protocol Encryptor
HAle=o e sl Moo Dbeennd Decdee ol B o
e

HDLC High-Level Data Link Control

HEMP High-Altitude Electromagnetic Pulse
HEX Hexadecimal

HLC High Layer Compatibility

HLR Home Location Register

HR — HostRemete{Link)

hr Hour

HRD Hypothetical Reference Decoder

T e = e |
HTTP HyperText Transfer Protocol

HTTPS HyperText Transfer Protocol, Secure

HTR—— HardTo-Reach |
Hz Hertz

I IMMEDIATE

I&A Identification and Authentication

&s - Interoperability and Supportability |
1A Information Assurance

IAICND Information Assurance/Computer Network Defense
r—— lpdesmed e S pmen Aeernd e 0

IAD Integrated Access Device

IAM Initial Address Message

IANA Internet Assigned Numbers Authority

IAO Information Assurance Officer

IAS Integrated Access Switch/System

IASRD Information Assurance Security Requirementeiment
IATC Interim Authority to Connect

IATO Interim Authority to Operate

IATP Information Assurance Test Plan

IATT Information Assurance Test Team
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IATT Interim Authority to Test

IAVA Information Assurance Vulnerability Alert

IAVM Information Assurance Vulnerability Management
IAW In Accordance With

iBGP Internal Border Control Protocol

IC Interexchange Carrier

ICA Isolated Code Announcement

ICCS Intra-Cluster Communication Signaling
ICD Initial Capabilities Document

ICE Interactive Connectivity Establishment
ICMP Internet Control Message Protocol
ICMPV6 Internet Control Message Protocol for IPv6
IcTo - Interim Certification to Operate

ID Identification

bbb International Direct Distance Dialing

IDLC Integrated Digital Loop Carrier
M- Information Dissemination Management
IDNX Integrated Digital Network Exchange

IDR Instantaneous Decoder Refresh

IDR Inter-Domain Routing
e sscniedl s Coniees

IDS Intrusion Detection System

IDT Integrated Digital Terminal

le Equipment Impairment Factor

IE Information Element

IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Enging Inc.
e lelepnel e e Dl D

IETF Internet Engineering Task Force

IGMP Internet GrouputticastManagemenProtocol
IGMPv3 Internet Group Management Protocol, Versgon
e — RS = ]

I-IWU Incoming Interworking Unit

IKE Internet Key Exchange

IKEv1 Internet Key Exchange Version 1

IKEV2 Internet Key Exchange Version 2

ILMI Integrated Local Management Interface

IM Instant Messaging

IMASS  Integrated Multiple AccessvBtched Service
IMUX Inverse Multiplexer
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onal i

INE In-Line Network Encryptor

INFOSEC Information Security

INMS Integrated Network Management System
Intserv Integrated Services

Plaiafe e DU Aren Tolopappniendlone Sonyie
I/O Input/Output

10 Interoperability

I0C Initial Operational Capability

IP Internet Protocol

IPDV IP Packet Delay Variation

IPLR IP Packet Loss Ratio

ipm Impulses Per Minute

IPS Intrusion Protection System

IPSec Internet Protocol Security

e el Proceo P pe Tl

IPT Integrated Product Team

IPTD IP Packet Transfer Delay

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

IR Intermediate Reach
RR— Immediate Reroute

RU  Indefeasible Right of Use

IS Information System

IS Intermediate System

IS Interoperability Specification

ISAKMP Internet Security Association and Key Maaagent Protocol

ISDN Integrated Services Digital Network

IS-IS Intermediate System to Intermediate System

ISP Information Support Plan

IST Interswitch Trunk

ISUP ISDN User Part

IT Information Technology

ITU International Telecommunications Union

ITU-T International Telecommunications Union — Te@enmunication
Standardization Sector

IUA ISDN User Adaptation |

B e

IVR Interactive Voice Response |

bl el eoe e el e 0

IWF Interworking Function

WU Interworking Unit

A-69



Appendix Al — Definitions, Abbreviations and Acromgs, and References

Section A3 — Acronyms and Abbreviations

I-x Intraoffice (Interface)
e lereehnee Coapdey
JCIDS Joint Capabilities Integration and Developtr&ystem
JCPATE  Joint C4l Program Assessment T&aohpowered
: : e . : .

JIiC Joint Interoperability Certification

e ol e o Dileeon Sl

JITC Joint Interoperability Test Command
e e

JNO Joint Net-Centric Operations

JNN Joint Network Node
= o E e =T

JROC Joint Requirements Oversight Council

JROCM Joint Requirements Oversight Council Memouamd
JSCMWG Joint Services Cryptographic ModernizatioorMihg Group
el pesbeen Acldocl e

JTF Joint Task Force

JTF-GNO Joint Task Force — Global Network Operation
A= e Teeenl Do Sl

JTTP Joint Tactics, Techniques, and Procedures
Ao Tednd Lesw erenpen b e oo sl coge Eaenpse
JWICS Joint Worldwide Intelligence Communicationst®m
kb/s Kilobits per Second

kbit/s Kilobits per Second

kbps Kilobits per Second

KEYMAT Keying Material

kHz Kilohertz

Km Kilometer

KMI Key Management Infrastructure

AL e e T Il

L2 OSI Layer 2

L3 OSl Layer 3

AR, leen Aodeannle Moo noe Docnund
LAN Local Area Network

LATA Local Access and Transport Area

E-ASACG—— L SClLevel ASAC
LASD—— | ocalAssured-Service-Domain
LBO Line Buildout
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Link Capacity Adjustment Scheme
Lightweight Directory Access Protocol
Lightweight Directory Access Protocol, Versi3
LDAP Interchange Format

DN Local Directory Number

LDP

IBSs 1l ocal Digital- Switch
e e Beenen Caprfey
ol o od

e e Al o By
LFB Look Forward Busy
e e b e Do

I ) ity

Label Distribution Protocol

Link Encryptor Family
Label Edge Router

LLC Logical Link Control (Sublayer)

LLS Local Location Server

L-LSP Label-Only-Inferred LSP

LNP Local Number Portability

L-n.x Long-Haul (Interface)

— —CoE e |
LOC Letter of Compliance |
LOF Loss of Frame

LOP Loss of Pointer

o lese gl tlong]

Loss  Loss of Sighal Seconds

LR Long Reach

LS LAN Switch

LSC Local Session Controller

LSP

tskp Link State PDU

—nbel e Sodey

tsk LabelSwitchedRouter
belSwitehi

vr Line Termination Equipment

Label Switched Path

LATA Switching Systems Generic Requirements
Link Status Signaling Unit

Lina Lnit
=irre ouTint

e leeen I T e ey

Meter
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M&S Modeling and Simulation

M13 Multiplexer

M2PA MTP2 User Peer-to-Peer Adaptation
M2UA MTP2 User Adaptation

M3UA MTP3 User Adaptation

MA Mission Area

MAC Media Access Control
Moo Mlee e Ao en Donn by

MA ICD Mission Area Initial Capabilities Document
MAN Metropolitan Area Network

Mbps Megabits per Second

Mo Moo Conbnl Conoy

MCEB Military Communications-Electronics Board
MCN Main Communication Node

MCS Mobile Cellular Systems

MCU Multlpomt Conferencing Umt

MDT Mean Downtime

MEGACO Media Gateway Control

MELPe Enhanced Mixed Excitation Linear Production
MER Minimum Essential Requirements
M Ml ey

MFS Multifunction Switch

MFSS Multifunction Softswitch

MG Media Gateway

MGC Media Gateway Controller

MGCP Media Gateway Control Protocol

MHz Megahertz

mi Mile

MIB Management Information Base

MIB 1l Management Information Base Il

MIDCOM Middlebox Communication

MILDEP Military Department

Micbor——— Ml s e el T el o B iy
MIME Multipurpose Internet Mail Extension

il )
e e = I

MKI Master Key Identifier
MLD Multicast Listener Discovery
MLDv2 Multicast Listener Discovery Version 2
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MLPP Multilevel Precedence and Preemption

MLS Multilevel Security

MLF— Mechanized-Loop Test |
MMF Multi-Mode Fiber

MOE— Measureof Effectiveness
Melr— Modem-overinternetProtocol

MOP Maintenance Operations Protocol

MOR Maximum Operational Range

MOS Mean Opinion Score

MOSFR— Multicast Open-Shortest Path-First |
MP Master Plan

MP-BGP Multi-Protocol Border Gateway Protocol ‘
ME=o— Mo Dol smede Tl

MPI Minimum Picture Interval

MPLS Multiprotocol Label Switching

MPLS-TE Multiprotocol Label Switching — Traffic Engeered

ms Microsecond

MS Multiplex Section

MSAG— Master Street Address Guide |
MSDP Multicast Source Discovery Protocol

MSE — Mobile Subseriber Equipment |
msec Milliseconds |
el Aot e ol o 00

MSO Mobile Switching Office

MSPP Multi-Service Provisioning Platforms

MSR - Message Storage and Retrieval System |
MSU Message Signaling Unit

MTBF Mean Time between Failures

MTBM Mean Time between Maintenance

MTIE Maximum Time Interval Error

MTOSI Multi-Technology Operations System(s) Inteda

MTP Message Transfer Part

MTP1 Message Transfer Part 1

MTP2 Message Transfer Part 2

MTP3 Message Transfer Part 3

MTR Maximum Transmission Range

M Meeonen Tolhore Songjie

MTTR Mean Time To Repair

MTU Maximum Transmission Unit

MU Message Unit

MUF Military Unique Features
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MUX Multiplexer

MR Multiline Variety Package

mW— Milliwatt

MWR Morale, Welfare, and Recreation

N/A Not Applicable

NAC— Network-Administration-Center

NALU Network Abstraction Layer Unit

RAME Ml A Db Bl
NARP—  Network-AccessPoint

NAPT — Network-Address-Port Translation

NAS Network Access Server

NAT Network Address Translatlon

RRosleprl Rlesooboe ool Tl oL Do

NC  Network Cluster
e e

NCES Net-Centric Enterprise Services

NCI Network Component Infrastructure

NCID  NetCentric Implementation Document
Bl RelCendele el o Dioe el
NCM Network Cluster Member

R L e e

NCP Network Cutover Plan

e Mo Conmmendoe Sl

NCTAMS Naval Computer and Telecommunications Aresstdr Station
B I e el

NDC  Network Data Collection

NE Near End

NE Network Element

NEBS Network Equipment-Building System
NEMO Network Mobility

NetOps Network Operations

NETOPS Network Operations

NEXT Near End Crosstalk

NFAS Non-Facility Associated Signaling
Moo e oo Dunenim i)

NI Network Identifier
e lebaore iy

NI-1/2 National ISDN 1/2

NI-1 National ISDN 1

NI-2 National ISDN 2

NIAP National Information Assurance Partnership
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Mo—— PNebyerkicicalorCoce

NIC
NIPR

NIPRNet
NIPRNET

NLAS

Network Interface Card

Unclassified but Sensitive Internet Protocol
Unclassified but Sensitive Internet Protd®outer Network
Unclassified but Sensitive Internet ProtdRouter Network
No Loss of Active Sessions

pm— Nanometer |

NM

Network Management

MMe———— PNebwork-Manacoment-Cenler |

National Military Command Center
Network Management System
Nature of Address

Network Operations Center

NORAD— Neorth-American-AirDefense

NOSC Network Operations and Security Center
NP Network Provided

NP Not Permitted

NP Number Portability

NPA Numbering Plan Area

npdi Number Portability Database Dip Indicator
NR——— NotReguired

NR-KPP Net-Ready Key Performance Parameter
NRT Near Real Time

nrtPS Non-Real-Time Polling Service

ns Nanosecond

NSA National Security Agency

National Security Systems
Network Termination 1
Network Termination 2

NH—  NorthernTelecomnc. |

Network Traffic Management
Network Traffic Management Operating System
Network Time Protocol

NUTS— NeonUsage Trunk Sean |

O&M
OA
OADM
OAN

Operations and Maintenance
Optical Amplifier

Optical Add Drop Multiplexer
Operational Area Network
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OA&M Operations, Administration, and Maintenance
OC-1 Optical Carrier Level 1
0C-3 Optical Carrier Level 3
0OC-3c Optical Carrier Level 3c
0C-12 Optical Carrier Level 12
OC-12c Optical Carrier Level 12¢c
0C-48 Optical Carrier Level 48
0OC-48c Optical Carrier Level 48c
0C-192 Optical Carrier Level 192
0C-192c Optical Carrier Level 192c
OC-768 Optical Carrier Level 768
OCONUS Outside the Continental United States
| OCN Original Called Number
T e et
ODXC Optical Digital Cross-Connect
O/E Optical/Electrical
OEO Optical-to-Electrical-to-Optical
| OIF Optical Internetworking Forum
oM - Operations Interface Module
O-Iwu Outgoing Interworking Unit
oL Open Loop
OLA Optical Line Amplifier

OoOMB  Office of Management and Byget
S e et

s
0]0]=] Out-of-Band
OOBM Out-of-Band-Management
OOF Out of Frame
OP Optical Protection
OoPC Originating Point Code

| ORL Optical Return Loss
e feeplo Decde
(O Operations System
OSA Optical Spectrum Analyzer

| 0OSsC On-Line Status Check
0SC—————————Optical- Service- Channel
0osC Optical Supervisory Channel
OSD Office of the Secretary of Defense
oSl Open Systems Interconnect
oSl Open Systems Interconnection
OSNR Optical Signal to Noise Ratio

| osP— outside Plant
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OSPF Open Shortest Path First

0SS Operational Support System

OTAR Over-The-Air-Rekey

OTGR Operations Technology Generic Requirements |
e e el

OTN Optical Transport Network
e | |
OTS Optical Transport System

S Ars CahweordbWide Aron-Lelocompianicatbions-Sarvice |

Probability of Blocking

Permitted

PRIORITY

Provider

PAA  Principal Accrediting Authority ‘
Phze Dol Moo o oo B bae

T UV UVO

PAC Pacific
PALA - Precedence Access Limitation Announcement |
PAM Pass Along Message

PIAR— PeakTo-Average Ratio ‘
PAR  Pixel Aspect Ratio

PAS Priority Access Service

A Drecedepce Access—reshold |
PBAS Precedence Based Assured Service

PBNM Policy-Based Network Management

PBX Private Branch Exchange

PBX1 Private Branch Exchange 1

PBX2 Private Branch Exchange 2

PC Personal Computer

PC Point Code

PCD Precedence Call Diversion

PCM Pulse Code Modulation

PCMA Paired Carrier Multiple Access

PCMU Pulse Code Modulation mu-law

2os——— orcopal Compupicabons Sysieom |
PDA Personal Digital Assistant |
PDB - PerDomain Behavior

PDH Plesiochronous Digital Hierarchy |
e pmccnso s Mo ane s fon s s lin o)

PDU Protocol Data Unit

PE Provider Edge

PED Personal Equipment Device
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PEI Proprietary End Instrument
A= IOl
PESQ Perceptual Evaluation of Speech Quality

P Pl Pl Roenng
: :

PHB Per Hop Behavior

PHY Physical Layer
e P el L AT D ey

Pl Personally Identifiable Information
PIM Protocol Independent Multicast
PIM-SM Protocol Independent Multicast-Sparse Mode
PIN Personal Identification Number
e =

PIPT Proprietary Internet Protocol Trunk
PKE Public Key Enabled

PKI Public Key Infrastructure

PL/CA Precedence Level/Calling Area

PLCP Physical Layer Convergence Protocol
PLL Phase Locked Loop

PM Performance Management

PM Performance Monitoring
e o Monooey

PMD Polarization Mode Dispersion

PMEF — Primary Mission Essential Function
R e e e

PMT Performance Measurement Tool

PO Program Office

POM Program Objective Memorandum

O e

POS Packet over SONET

POTS Plain Old Telephone Service

ppm Parts Per Million

PPP Point-to-Point Protocol

pps Pulses per Second

PPS Packets per Second

PPsM PortsProtocols, and Services Management
: . K

PQ Priority Queuing

PRA Primary Rate Access

PRE  Protectional Reservation Equipment

PRI Primary Rate Interface
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ps Poincaré Sphere

ps/KmH? PMD Coefficient

PSAP Public Safety Answering Poiftxpand in text)
PSDS Public Switched Digital Service

PSIP Program and System Information Protocol
PSQM Perceptual Speech Quality Measure

PSTN Public Switch Telephone Network

Prs—  Pyblic Telecommunications-Service
PTT  Public Telephone and Telegraph

PTT Push-To-Talk

PV Proprietary VolP

PVN Private Virtual Network

Q Quality Factor

QoR Query on Release

QoS Quiality of Service

R Required

R Router

R ROUTINE

RADIUS Remote Authentication Dial In User Service

RAFTN— Roval Air Force Telephone Net |
RAI Remote Alarm Indication

RAI-CI Remote Alarm Indication - Customer Instailbat

RAN Radio Access Network |
BAo— e Joen e Do e

RBF Radio Bridge Function

RC g-Control

]
LI S 4 LW

RDI Remote Defect Indication

RBF— Remete Digital Terminal |
REI Radio End Instrument

REL Release Message

RES Resume Message

RF - Radio Frequency |
RFC Request for Comment

RFI Remote Failure Indication

RGIHR——Regenerator |
RIB Routing Information Base

RID—— Routeridentification |

A-79



Appendix Al — Definitions, Abbreviations and Acromgs, and References

Section A3 — Acronyms and Abbreviations

RJ Registered Jack

RLC Release Complete Message

RLR Receive Loudness Rating
RLF— Release Link-Trunk

RM Remote Management

RMAS Remote Memory Administration System
RMON Remote Monitoring

RMON2 Remote Monitoring 2

RMS Root Mean Square

ROADM Reconfigurable Optical Add Drop Multiplexer

RO Deenlpe cole Dionley
ROTL  Remote Office Test Line

RP Rendezvous Point
.
RPF Reverse Path Forwarding
RPH Resource-Priority Header
o od Pri : ministration
RPR Resilient Packet Ring

RO E Do Dl Do e Dlen i g

RR Reroute

RSB RepairService Bureau

RSC Reset Circuit Message
RSYU— Remote Switching-Unit

RSVP Resource Reservation Protocol
RSVP-TE Resource Reservation Protocol-Traffic Eegiing
RTCP Real Time Control Protocol
RTP Real Time Protocol

RTP Release to Pivot

rtPS Real Time Polling Service
e e

RTS Routing and Translation Server
RTT Round-Trip Time

R — Remote Test-Unit

Rx Receive

sebl— e e Dbl Mepocaue |

S&U Secure and Unsecure
SA Security Association
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SA Savices Agent |
SA Situational Awareness
SA Source Address

e T e
SAC————Service-Access-Code

SAC Session Admission Control
SAD Security Association Database
SAFI Sub-Address Family Identifier
SAL Security Access Level

SAN Storage Area Network

S-AR Secret Aggregation Router
SAR Segmentation and Reassembly
SAS Standalone Switch

SATCOM Satellite Communications
SBC Session Border Controller
SBU Sensitive, But Unclassified

SC/A Signal Converter/Allotter

SCCP Signaling Connection Control Protocol

SCCS Switching Control Center System

S-CE Secret Customer Edge Router

SCF Selective Call Forwarding

SCIP Secure Communications Interoperability Prdtoco

SCN Switched Circuit Network |
sl Contnl ol e e

SCP Service Control Point |
o= coccle Ol Podnelion

SCS Session Control and Signaling

T T e e = O] |
SCTP Stream Control Transmission Protocol

SD Signal Degrade |
SDES——Session-Descriptions

SDH Synchronous Digital Hierarchy

SDN Service Delivery Node

SDP Session Description Protocol

SDTI SONET Digital Trunk Interface

SEF Severely Errored Frame

SEF Severely Errored Framing

SEFS Severely Errored Framing Seconds

SEI Secure End Instrument

SEP Signaling End Point
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S e T
e e Al

= Slgpeada]
SF Superframe
SFD

Start Frame Delimiter

el e Poe e Ty

SG
SI

Signaling Gateway
Service Indicator

st Status Indication Busy

SIGTRAN Signaling Transport

SILC Selective Incoming Load Control

SIMPLE SIP for Instant Messaging and Presence lagyneg Extensions
SIO Status Indication Out-of Alignment

SIP Session Initiation Protocol

SIPO Signal Units Indicating Processor Outage

SIPR Secure Internet Protocol Router

SIPRNet Secure Internet Protocol Router Netwoheck which is correct)
SIPRNET Secure Internet Protocol Router Network

SIPS Session Initiation Protocol Secure

SIP-T Session Initiation Protocol for Telephones

SIP-T(AS) SIP-T (Assured Service)

SIPv2 Session Initiation Protocol, Version 2

SIT Special Information Tone

SLA Service Level Agreement

SLAAC Stateless Address Auto-Configuration

SLC—— Sepvice LevelCommitment

SLC
SLR

Signaihg Link Code
Send Loudness Rating

R e e ol

SLS Signaling Link Selection
enalinaLinl
SLTE Signaling Link Terminal Equipment

sty Subscriber Line Usage

SONET Minimum Clock

sMDFE - Subscriber Main Distributing Frame

SMDR Station-Message Detail-Recording

SME Subject Matter Expert

SME PED Secure Mobile Environment Portable Eledctr@evice
SMEO Small End Office

SMF Single Mode Fiber

SMI Security Management Infrastructure
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SMiv2 Structure of Management Information Version 2

SMTP Simple Message Transfer Protogateds expanded in text)
. : i
el | i lexi :

SNAP System/Network Approval Process

SNCP Subnetwork Connection Protection

S-NE Strategic Network Element

SNMP Simple Network Management Protocol

SNMPv1 Simple Network Management Protocol, Verdion

SNMPv2 Simple Network Management Protocol, Verson

SNMPv3 Simple Network Management Protocol Version 3

SNR Signal to Noise Ratio

S-n.x Short-Haul (Interface) |
oo tolen Conalne Do)

SONET Synchronous Optical Network

SPC Signahg Point Code

SPCS Stored Program Control Systemeds expanded in text)

SPD Security Policy Database

S-PE Secret Provider Edge

SPF Shortest Path First

SPFI Substandard Performance Fault Isolation

SPI Security Parameter Index |
SPID—— Service Providerldentifier

SpoA Service Point of Attachment

SQF System Quality Factors

SQL Structured Query Language

SR Selective Router

SR Short Reach

SRTCP Secure Real-Time Transport Control Protocol
SRTP Secure Real-Time Transport Protocol

SS Softswitch

SS7 Signaling System No. 7

SSA Subsystem-Allowed

SSAA System Security Authorization Agreement
SSH Secure Shell

SSHv2 Secure Shell Version 2

SSL Secure Socket Layer

SSM Single System Manager

SSM Source-Specific Multicast

SSM Synchronization Status Message
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e Capdeer Lnle pee Slney
sl = lesslin e
: itehi int

Subsystem-Prohibited

SSS— Single Shelter Switeh

ST

Subsystem Status Test
Signaling Terminal

sakhe e LRIATO R e

STE
STEP
STIG
STM
STM-1
STM-1c
STM-4
STM-4c
STM-16
STM-16¢c
STM-64
STM-256
STM-O

Secure Terminal Equipment
Standardized Tactical Entry Point

Security Technical Implementation Guide

Synchronous Transport Module
Synchronous Transport Module 1
Synchronous Transport Module 1c
Synchronous Transport Module 4
Synchronous Transport Module 4c
Synchronous Transport Module 16
Synchronous Transport Module 16¢
Synchronous Transport Module 64
Synchronous Transport Module 256
Synchronous Transport Module O

T e e e

STPh
LN I |

Carial to- 1P
T o 11

STP

STRATCOM

STS
STS-1

Signaling Transfer Point

United States Strategic Command
Synchronous Transport Signal
Synchronous Transport Signal-1

s e tenenponore Toonenonl ©ongld
STs12¢ Synchronous Transport SigabRc

Secure Telephone Unit

e Tor e L
STU-H - Secure Telephone Unit, Second Generation

STU-I Secure Telephone Unit, Third Generation

STU-III/IR Secure Telephone Unit, Third Generat{oreds expanded in text)
STUN Simple Tunneling of UDP through NAT

SuU Signal Unit

SUA SCCP User Adaptation

superFEC  Super Forward Error Correction
SUS Suspend Message
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SUT System Under Test

SVolP Secure Voice over Internet Protocol

SVoSIP Secure Voice over Secure Internet Protocol

Sw Switch

SW64 Switched 64 kbps

SWA Southwest Asia

Syslog System Log

SysLog System Log

T Ethernet Half-Duplex

T&S Timing and Synchronization

TA Terminal Adapter

FAU— TestAecess Uit |

TBD To Be Determined

TCA Threshold Crossing Alert

e lpefle Come Hopns Ao meien |

TCAP Transaction Capabilities Application Part

Tcc——— Telephony-Country Code |

TCCC Theater C4l Coordination Center (EUCOM)

TCI Tag Control Information |
| ahted inal 4

TCLw Weighted Terminal Coupling Loss |

I e

TCP Transmission Control Protocol

TCP Transport Control Protocol

FBb——————— Telecommunications Devicesforthe Deaf |

TDEA Triple Data Encryption Algorithm

TDM Time Division Multiplexing |

e T Do Ml IR el 2oy

TDMA Time Division Multiple Access

TR Time Domain Reflectometry |

TE Terminal Equipment

TE Traffic Engineering

TE1l Terminal Equipment Type 1

TE2 Terminal Equipment Type 2

TG Trunk Gateway
TG Trunk Group

el Teelee L Hleh C ool cupdel Mol
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TIA
TIAS

HB

Telecommunications Industry Association

Transport Independent Application-Specific
Trink 1D

TIPHON

TISP
TITN
TITNCCB

Telecommunications and Internet Protocolrifamization over
Networks

Tailored Information Support Plan

Theater Joint Tactical Networks

Theater Joint Tactical Networks ConfiguratControl Board

P 00 0@ @ TransmissionlevelPeoint

TLS
TLV

Transport Layer Security

Type-Length-Value

WwWSs—  Trunk-and-Line- Weorkstation
M—— TechnicalManual

TMR/USI
TN

TNC
T-NE
TOC
TOD

Transmission Medium Requirement/User SerWidormation
Tactical-Edge Network

Theater Network Operations Center

Tactical Network Element

Tactical Operations Center

Time of Day

JolP——MM TextoveriP
FOosS— Trunk Outof Service

T — e

TOS Type of Service

TPID Tag Protocol Identification
TpoA Transport Point of Attachment

R— Technical Reference

RE— TrunkReservation

Tri-Tac
TRN
TS
TS/SCI
TSA
TSAT

Tri-Service Tactical Communications

Tactical Radio Networkneeds expanded)
Tandem Switch

Top Secret/Sensitive Compartmented Inforonati
Time Slot Assignment

Transformational Communications Satellite Syst

Tsc - Test System Controller

TSF
TSGR
TSI

Transport Switching Function
Transport Systems Generic Requiremérdsds expanded)
Time Slot Interchange

TskP Tandem Switching Provider

TSRD
TSSI

Telecommunications Security Requirements D@aum
Telecom Switched Services Interoperability

-t Tacticalo-Tactical
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TTA Telecommunication Technology Association
TTC Telecommunication Technology Committee
TTL Time to Live
e

TURN Traversal Using Relay NAT
e

TWC Three-Way Callingneeds expanded in text)
TX Ethernet Full-Duplex

U Unclassified

U.S.C. United States Code

UA User Agent

UAC User Agent Client

U-AR Unclassified Aggregation Router

UAS Unavailable Seconds

UAS

User Agent Server

UA VA— Unmanned-Aeral-\ehicle

ucC Unified Capabilities

UCCO Unified Capabilities Connection Office
U-CE Unclassified Customer Edge Router
UCR Unified Capabilities Requirements

UCR 2007 Unified Capabilities Requirements 2007
UCR 2008 Unified Capabilities Requirements 2008
UCR 2010 Unified Capabilities Requirements.288
UCTP Unified Capabilities Test Plan

UDP User Datagram Protocol

uUDT Unitdata

UDTS Unitdata Service

UFS User Features and Services

UGS Unsolicited Grant Service

UHF Ultra High Frequency

Ul Unit Interval

Ulpp Unit Interval Peak-to-Peak

Ulrms

Unit Interval Root Mean Square

oboe——— el LevelClrenii Swileh
i beri

UNI
UPA
U-PE
UPPS
UPS
UPSR

User Network Interface
Unauthorized Precedence Announcement
Unclassified Provider Edge

User Provided Passed Screening
Uninterruptible Power Supply
Unidirectional Path Switched Ring
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UPU User Part Unavailability
URI Uniform Resource ldentifier
URL—M Uniform-Reseource-Location
USF User Service and Feature
usil User Service Information
USM User-Based Security Model

ustwc  UsageSensitive Thre&Vay Calling
. LT ; q

UTP Unshielded Twisted Pair

\% Volt

VAD Voice Activity Detection

VBD Voice Band Data

VC Virtual Circuit

VCA Vacant Code Announcement
VCAT Virtual Concatenation

VCFC Video Channel Flow Control
VCFUR Video Channel Fast Update Request
VCL Video Coding Layer

VDC Volt Direct Currentneeds expanded in text)
VD-NE Virtual Deployed Network Element
e e Dol o

VF Voice Frequency

VG1 Voice Grade 1

VG2 Voice Grade 2

VG3 Voice Grade 3

VG4 Voice Grade 4

VG5 Voice Grade 5

VG6 Voice Grade 6

VHF Very High Frequency

VID VLAN Identification

VLAN Virtual Local Area Network

VLR Visitor Location Register

VMPS VLAN Management Policy Server

e e Il
sual iy eator

VNAR Voice Net Access Radio
Serd leenonne Bovne oo Tl o

VolP Voice over Internet Protocol
VOP— VoiceoverPacket
VoSIP——— V/oice-overSecure-Internet-Protocol
VPIM Voice Profile for Internet Mail
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VPLS Virtual Private LAN Service

VPN Virtual Private Network

VP-P Volts Peak-to-Pegkeeds to be expanded in text) |
VRRP Virtual Router Redundancy Protocol |
vsC  Vertical Service Code

VSR Very Short Reach

VSU VideoSwiteh SessiorUnit |
VT Virtual Tributary

VL5 Viryal Fributary 2.5 |
VTC Video Teleconferencing

VTColP Video Teleconferencing over IP

VI-NE— Virtual Factical-Néwork Element ‘
VToA  Voice Telephony over ATM

VTU Video Teleconferencing Unit

VVolP Voice and Video over Internet Protocol
WAB Wireless Access Bridge

WAN Wide Area Network

WMAASAC AN Loyl ASAC
WATS — Wide Area Telecommunications Service }

WD Weather Day

WDCS Wideband Digital Cross-connect System

WEI Wireless End Instrument

WFQ Weighted Fair Queuing

WG Working Group

WIDS Wireless Intrusion Detection System

WIN-T Warfighter Information Network — Terrestrial

WLAN Wireless Local Area Network

WLAS Wireless LAN Access System |
S — O e

WPA Wi-Fi Protected Access

WPAN— Wireless Personal-Area-Network |
WPS Wireless Priority Service

WTR Wait to Restore

WWNDP World Wide Numbering and Dialing Pléaxpand in text) |
XML Extensible Markup Language

XMPP Extensible Messaging and Presence Protocol

XUDT Extended Unitdata

XUDTS Extended Unitdata Service
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A4.1 AMERICAN NATIONAL STANDARDS INSTITUTE
DOCUMENTATION

American National Standard Institute (ANSI), “Opteras, Administration, Maintenance, and
Provisioning Security Requirements for Public Telemunications Network: A Baseline of
Security Requirements for the Management Planey1I.5/2003-007R4, Draft Proposed April

1, 2003.

ANSI T1.101-1987

ANSI T1.102-1993

ANSI T1.102-1999

ANSI T1.105-2001

ANSI T1.105.1-2000

ANSI T1.105.03-1994

ANSI T1.105.03-2003

ANSI T1.105.06-2002

ANSI T1.107-2002

ANSIT1.111

ANSIT1.112

Synchronization Interface Standards for Digital Metks 1987
Digital Hierarchy — Electrical InterfacedDecember 1993.
Digital Hierarchy — Electrical Interfacesl 999.

Synchronous Optical Network (SONET) — Basic Desonp
including Multiplex Structure, Rates, and Formaiay 2001.

Synchronous Optical Network (SONET) — Automatiddittmon
Revised 2005.

Synchronous Optical Network (SONET) — Jitter Nekwor
Interfaces Revised 2008.

Synchronous Optical Network (SONET) — Jitter Nekwor
Interfaces Revised 2008.

Synchronous Optical Network (SONET) — Physical Laye
SpecificationsRevised 2007.
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Signaling System Number 7 (SS7) — Message Trdpafe(MTP)
2001.

Signaling System Number 7 (SS7) — Signaling CoiemeControl
Part (SCCP) 2001.
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ANSI T1.113 Signaling System No. 7 (SS7) — Integrated Serlggtal
Network (ISDN) User PartL995.

ANSI T1.113-2000 Signaling System No. 7 (SS7) — Integrated Serlhggsal
Network (ISDN) User PaiiRevision of T1.113-1995; includes
two Supplements: T1.113a-2000 and T1.113b-2001).

ANSIT1.113.3 Signaling System No. 7 (SS7) — Signaling Link

ANSIT1.114 Signaling System Number 7 (SS7) — Transaction Glpesand
Application Part (TCAPR)2000.

ANSI T1.231-1993 Digital Hierarchy - Layer 1 In-Service Digital Tramission
Performance Monitoring1993.

ANSI T1.231.01-2003 Digital Subscriber Line (DSL) — Layer 1 In-Serviogital
Transmission Performance Monitoringevised 2007.

ANSI T1.403-1999 Network to Customer Installation Interfaces — D34cKical
Interface Revised 2007.

ANSI T1.404-2002 Network and Customer Installation Interfaces — D&8allic
Interface SpecificatiofRevisionand Consolidation of T1.404-
1994 and T1.404a-1996), Revised 2006.

ANSI T1.601-1999 ISDN Basic Access Interface for Use on Metallicppsotor
Application at the Network Side of NT, Layer 1 $jetion.

ANSI T1.602 Data Link Layer Signalling Specification for Apg@lton at the
User-Network Interfacesebruary 2000.

ANSI T1.605-1991 (1999) ISDN Basic Access Interface for S and T Referenggd’and
Layer 1 Specification

ANSI T1.607-1998 ISDN Layer 3 Signaling Specifications for Circuiti®thed Bearer
Service for Digital Subscriber Signaling System N¢(DSS1)

ANSI T1.613-1992 ISDN Call Waiting Supplementary Service

ANSI T1.615-1992 (R1999Digital Subscriber Signalling System No. 1 (DSSdydr 3
Overview
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ISDN Call Hold Supplementary Service

ANSI T1.619-1992 (R2005)ntegrated Services Digital Network (ISDN) — Mulgvel

Precedence and Preemption (MLPP) Service CapabHigpruary
1992, Reaffirmed 2005.

ANSI T1.619a-1994 (R199Mtegrated Services Digital Network (ISDN) — Mulgvel

ANSI T1.621-1992

ANSI T1.632-1993

ANSI T1.642-1993

ANSI T1.643-1995

ANSI T1.647-1995

ANSI T1.679-2004

ANSI T1X1.3/94-001R5

ANSI X3.296

ANSI INCITS 230-1994

ANSI INCITS 374-2003

ANSI/TIA-810-B

Precedence and Preemption (MLPP) Service CapalfNityPP
Service Domain and Cause Changdsily 1994, Reaffirmed 1999.

ISDN User-to-User Signaling Supplementary Setrvice
ISDN Normal Call Transfer Supplementary Service
ISDN Call Deflection Supplementary Service

ISDN Explicit Call Transfer Supplementary Service
ISDN Conference Calling Supplementary Service

Interworking between Session Initiation ProtocdP)Sand Bearer
Independent Call Control or ISDN User Pailune 2004.

Jitter Measurement Methodolagy

Information Technology — Single-Byte Command Cadg S
Connection (SBCON) Architectyri@eplaces ANSI X3.296-1997.

Information Technology — Fibre Channel — Physicadl &ignaling
Interface (FC-PH) (formerly ANSI X3.230-1994), Revised 2004.

Information Technology — Fibre Channel — SingleeBgbmmand
Code Sets Mapping Protocol — 3 (FC-SB-&Z)03.

Telecommunications — Telephone Terminal Equipment —
Transmission Requirements for Narrowband Voice tRemnd
Voice over PCM Digital Wireline Telephoné&P-3-4352-RV2 (to
become ANSI/TIA-810-B).
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BS EN 60950-1:2006 “Information technology equiptmeBafety. General requirements,”
August 6, 2006.

A4.3 CHAIRMAN OF THE JOINT CHIEFS OF STAFF
DOCUMENTATION

CJCSI 3170.01G “Joint Capabilities Integration &®&Vvelopment System,” 1 March 2009.

CJCSI6211.02C “Defense Information Systems NetwDiSN): Policy and
Responsibilities,” 9 July 2008.
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National Security Systems,” 8 March 2006, Currenbfl4 March 2007.

CJCSI 6215.01C “Policy for Department of Defense@Voice Networks with Real
Time Services (RTS),” 9 November 2007.

CJCSI 6215.02A “Policy, Responsibilities, Procesaesl Administration for the
Department of Defense Global Information Grid Netkgg’ 31 July 2004.

CJCSI 6510.01E “Information Assurance (IA) and Catep Network Defense (CND),” 15
June 2004.

CJCSM 6231.02 “Manual for Employing Joint Tacti€dmmunications Systems, Joint
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CJCSM 6510.01 “Defense in Depth: Information Assaea(lA) and Computer Network
Defense (CND),” 25 March 2003, Change 1, 10 Augd$4, and Change
2, 26 January 2006.

A4.4 DEFENSE INFORMATION SYSTEMS AGENCY
DOCUMENTATION

Defense Information Systems Agency “Global InfonmaiGrid (GIG) Convergence Master
Plan (GCMP),” Version 5.25b, 29 March 2006.
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Defense Information Systems Agency, DISAC 300-118Z6mmunications Security: Defense
Red Switch Network (DRSN) Security Guidance,” 1®ifeary 2002.

Defense Information Systems Agency, DISAC 370-V138-November 1965.

Defense Information Systems Agency, DISAC 310-2599BN User Services Guide,” 21 April
1998.

DISA Field Security Operations, “DoD Instant MessggSecurity Technical Implementation
Guide,” Version 1, Release 2, 15 February 2008.

DISA Field Security Operations, “DoD Personal CotgpiCommunications Client
(Voice/Video/Collaboration Security Technical Impientation Guide,” Version 1, Release 1, 15
June 2008.

DISA Field Security Operations, “DoD Secure Teleocaumications and Defense Red Switch
Network Security Technical Implementation Guidegrsion 1, Release 1, 28 March 2006.

DISA Field Security Operations, “DoD Telecommuniocas and Defense Switched Network
Security Technical Implementation Guide,” VersigrRelease 2, 30 June 2005.

DISA Field Security Operations, “Instant Messag@igecklist,” Version 1, Release 1.3,
February 15, 2008.

DISA Field Security Operations, “Network Infrasttue Security Technical Implementation
Guide,” Version 6, Release 4, 16 December 2005.

DISA Field Security Operations, “Personal Comp@emmunications Client
(Voice/Video/Collaboration) Checklist,” Version Release 1.1, August 15, 2008.

DISA Field Security Operations, “Voice over Interirotocol (VolP) Security Technical
Implementation Guide,” Version 2, Release 1, 29 #s1@005.
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Campaign Plan.”
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Department of Defense Real-Time Services (RTS) Gefgstem Requirements (GSR) and
Generic System Specifications (GSS) Appendices et Revision 0.2, 16 August 2006.

Department of Defense Voice Networks Generic SwiiglCenter Requirements (GSCR), 8
September 2003, ERATA Change 1, 1 March 2005.

Department of Defense Wide Area Network (WAN) Gen&lystem Requirement (GSR),
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Specification (GSCR),” signed by the Deputy Assist@ecretary of Defense (Deputy CIO),
September 8, 2003.

Deputy Secretary of Defense, “Smart Card Adoptiat Enplementation,” 10 November 1999.
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Director of Central Intelligence Directive (DCIDJ3% “Protecting Sensitive Compartmented
Information within Information Systems,” 5 June 999

A4.6 DOD DIRECTIVES

DoDD 4630.05 “Interoperability and Supportabilityloformation Technology (IT) and
National Security Systems (NSS),” 11 January 2@¥fified current as
of 23 April 2007.

DoDD 5000.01 “The Defense Acquisition System,” 12\WP003, Certified current as of
20 November 2007.

DoDD 5144.1 “Assistant Secretary of Defense forvideks and Informaiton
Integration/DoD Chief Information Officer (ASD(NIDoD CIO),” May
2, 2005.

DoDD 5200.28 “Security Requirements for Automatefbimation Systems (AISs),” 21
March 1988.

DoDD 8000.01 “Management of the Department of Dedeimformation Enterprise,”

February 10, 2009.

DoDD 8100.1 “Global Information Grid (GIG) Overaing Policy,” 19 September 2002,
Certified Current as of November 21, 2003.

DoDD 8115.01 “Information Technology Portfolio Mageanent,” 10 October 2005.

DoDD 8500.01E “Information Assurance (1A),” Octoligt, 2002, Certified Current as of
April 23, 2007.

DoDD 8530.1 “Computer Network Defense,” 8 Janudi92

A4.7 DOD INSTRUCTIONS

DoDlI 4630.8 “Procedures for Interoperability angBartability of Information
Technology (IT) and National Security Systems (NS&) June 2004.

DoDI 5000.02 “Operation of the Defense Acquisitleystem,” 8 December 2008.
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DoDI 8551.1

Section A4 — References

“DoD Information Technology Securitgi@fication and Accreditation
Process (DITSCAP),” 30 December 1997.

“Department of Defense Unified Captaéd,” Draft, October 2009.
“Department of Defense (DoD) Voice Netiss,” 16 January 2004.

“DoD NetOps for the Global Informati@mid (GIG),” 19 December
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EN 50022

EN 50082

ETS-FN-50022
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TS 102 165-1

TS 102 165-2

“Specification for low voltage switchgeend controlgear for industrial gear,”
1977.

“Electromagnetic compatibility. Genenmmunity standard. Residential,
commercial and light industry,” Jayus998.

“Equipment Engineering (EE); Environtaé@onditions and Environmental
Tests for Telecommunications Equipment,” 1994,

“Electromagnetic compatibility and Rasipeectrum Matters (ERM);
Telecommunication network equipment; ElectroMagn€ompatibility
(EMC) requirements,” Edition 1.3.1, September )220

“Telecommunications and Internet Cogee Services and Protocols for
Advanced Networking (TISPAN) — Methods and prots¢élart 1: Method
and proforma for Threat, Risk, Vulnerability Anaky$ Version 4.2.1,
December 2006.
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TS 183 029 Telecommunications and Internet Convke8grvices and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN simulatiservices: Explicit
Communication Transfer (ECT); Protocol specificafiv'ersion 2.5.0.
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PUBLICATIONS

FIPS PUB 140-2 U.S. Department of Commerce/Natitmstltute of Standards and
Technology, “Security Requirements for Cryptograpg¥iodules,” 25
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A4.10 INSTITUTE OF ELECTRICAL AND ELECTRONICS
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IEEE 802.1D™-2004 IEEE Standard for Local and Meditdian Area Networks: Media
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IEEE 802.1Q™-2003 IEEE Standards for Local and bfadlitan Area Networks: Virtual
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IEEE 802.1s IEEE Standard for Local and Metropoli#aiea Networks: Multiple
Spanning Trees, 2003. (Merged into 802.1Q-2003).

IEEE 802.1w IEEE Standard for Local and Metropaoliferea Networks: Rapid
Reconfiguration of Spanning Tree, 2003. (Merged 802.1D-2004).
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Network Access Control, 2001.
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IEEE 802.11a

IEEE 802.11b

IEEE 802.11e

IEEE Standard for informatiormtexdogy—Telecommunications and
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networks—Part 3: Carrier sense multiple access edatlsion
detection (CSMA/CD) access method and physicalrlaye
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detection (CSMA/CD) access method and physicalrlaye
specifications: 10 Gbit/s (1,250 MB/s) Ether ovibef; 10GBASE-
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information exchange between systems—Local andapelitan area
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Access Control (MAC) and Physical Layer (PHY) Sfieations, June
2007.
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11: Wireless LAN Medium Access Control (MAC) andyBical Layer
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June 2003.

Supplement to IEEE Standard for Infdram technology—
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Local and metropolitan area networks—Sfieaiequirements—Part
11: Wireless LAN Medium Access Control (MAC) andyBical Layer
(PHY) spediications: Higher-Speed Physical Layer Extensiomén t
2.4 GHz Band, June 2003.

Supplement to IEEE Standard for In&diom technology—
Telecommunications and information exchange betwggstems—
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Local and metropolitan area networks—Sfieaiequirements—Part
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Telecommunications and information exchange betvggstems—
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11: Wireless LAN Medium Access Control (MAC) andyBical Layer
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Local and metropolitan area networks—Sfieaiequirements—Part
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Supplement to IEEE Standard for Infation technology—
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11: Wireless LAN Medium Access Control (MAC) andyBical Layer
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February 14, 2005.
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Local and metropolitan area networks—Specific rexjuents—Part
11: Wireless LAN Medium Access Control (MAC) andyBical Layer
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Air Interface for Fixed Broadband Wireless Accegst&ms, 1
October 2004.
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area networks - Part 16: Air Interface for Fixed&tband Wireless
Access Systems - Detailed System Profiles for ZHg, December
11, 2002.
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IEEE 802.16e™ IEEE Standard for Local and metrdgolarea networks— Part 16:
Air Interface for Fixed and Mobile Broadband WirgdeAccess
Systems, Amendment 2: Physical and Medium Accesdr@ld_ayers
for Combined Fixed and Mobile Operation in Licen8zthdsand
Corrigendum 1, 28 February 2006.

IEEE 802.17-2004 IEEE Standard for Information Trelbgy - Telecommunications and
Information Exchange Between Systems - Local anttdgelitan
Area Networks - Specific Requirements - Part 1&ikat Packet
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September 24, 2004.
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E.164 ITU-T Recommendation E.164, “The Internatidhiablic Telecommunication
Numbering Plan,” Geneva, Switzerland, 2005.

G.107 ITU-T Recommendation G.107, “The E-modelomputational model for use in
transmission planning,” Geneva, Switzerland, AR@09.

G.165 ITU-T Recommendation G.165, “Echo cancelléegneva, Switzerland, November
1988.

G.168 ITU-T Recommendation G.168, “Digital netweadho cancellers,” Geneva,
Switzerland, January 2007.

G.651 ITU-T Recommendation G.651, “Characterisbica 50/125 pm multimode graded
index optical fibre cable,” February 1998.

G.651.1 ITU-T Recommendation G.651.1, “Charactesstf a 50/125 um multimode graded
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2007.
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cable,” Geneva, Switzerland, June 2005.
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G.655 ITU-T Recommendation G.655, “Characterisbica non-zero dispersion-shifted
single-mode optical fibre and cable,” Geneva, Ssvland, March 2006.

G.691 ITU-T Recommendation G.691, “Optical intedador single channel STM-64 and
other SDH systems with optical amplifiers,” GeneSwijtzerland, March 2006.

G.693 ITU-T Recommendation G.693, “Optical intedador intra-office systems,” Geneva,
Switzerland, May 2006.

G.694.1 ITU-T Recommendation G.694.1, “Spectradgfor WDM applications: DWDM
frequency grid,” Geneva, Switzerland, 2002.

G.703 ITU-T Recommendation G.703, “Physical/EleariCharacteristics of Hierarchical
Digital Interfaces at 1544, 2048, 8448, and 4436k Hierarchical Levels,” 2001.

G.704 ITU-T Recommendation G.704, “Series G: Tramsion Systems and Media, Digital
Systems and Networks—Digital transmission systemsrminal equipments —
General Synchronous frame structures used at 83442, 2048, 8448 and 44 736
kbit/s hierarchical levels,” October 1998.

G.707/  ITU-T Recommendation G.707/Y.1322, “Netwadde interface for the synchronous
Y.1322 digital hierarchy (SDH),” Geneva, Switzedadanuary 2007.

G.709/ ITU-T Recommendation G.709/Y.1331, “Netwadde interface for the optical
Y.1331 transport network (OTN),” Geneva, SwitzedaRlarch 2003.

G.711 ITU-T Recommendation G.711, “General AspetBigital Transmission Systems,
Terminal Equipments, Pulse code modulation (PCM)aide frequencies,” Geneva,
Switzerland, November 1988.

Appendix I, “A high quality low complexity algorith for packet loss concealment
with G.711,” Geneva, Switzerland, September 1999.

Appendix Il, “A comfort noise payload definitionféTU-T G.711 use in packet-
based multimedia communication systems,” Genevitz8&iand, February 2000.
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G.723.1

G.726

G.728

G.729

G.729.1

G.729.1
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ITU-T Recommendation G.722, “7 kHz audio-ogdivithin 64 kbit/s,” Geneva,
Switzerland, November 1988.

ITU-T Recommendation G.723.1, “Dual rateesjh coder for multimedia
communications transmitting at 5.3 and 6.3 kbitdgheva, Switzerland, May 2006.

ITU-T Recommendation G.726, “32 kbps Adapiiierential Pulse Code
Modulation (ADPCM),” Geneva, Switzerland, Decemh8g0.

ITU-T Recommendation G.728, “Coding of spe&ich6 kbit/s using low-delay code
excited linear prediction,” Geneva, Switzerlandpt®@enber 1992.

ITU-T Recommendation G.729, “Coding of spe&ic8 kbit/s conjugate-structure
algebraic-code-excited linear prediction (CS-ACELB®eneva, Switzerland, March
1996, plus Erratum 1, April 2006, and Annexes Aotlgh J, and Appendices |, I,
and lII.

ITU Recommendation G.729.1 (2006) Amendraefilew Annex A on G.729.1
usage in H.245, plus corrections to the main boalywgpdated test vectors,” Geneva,
Switzerland, January 2007.

This corrigendum was never published, its contentrig been included in the
published ITU-T Recommendation G.729.1 (2006)

ITU Recommendation G.729.1 (2006), “G.728dd Embedded Variable bit-rate
codor: An 8-32 kbit/s scalable wideband codertt@tsn interoperable with G.729,”
Geneva, Switzerland, May 2006.

This edition includes the modifications introdudsdG.729.1 (2006) Amd. 1
approved on 13 January 2007, and G.729.1 (2006).2agpproved on 13 February
2007.

ITU-T Recommendation G.732, “Characterisbicgrimary PCM multiplex
equipment operating at 2048 kbit/s,” Geneva, Swidgnel, November 1988.

G.783

ITU-T Recommendation G.783, “Characterisbicsynchronous digital hierarchy
(SDH) equipment functional blocks,” Geneva, Swilaed, March 2006.
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ITU-T Recommendation G.811, “Timing charastars of primary reference clocks,”
1997.

ITU-T Recommendation G.825, “The controlittéf and wander within digital
networks which are based on the synchronous digigahrchy (SDH),” Geneva,
Switzerland, March 2003.

ITU-T Recommendation G.826, “End-to-end epenformance parameters and
objectives for international, constant bit-ratei@igpaths and connections,” Geneva,
Switzerland, December 2002.

ITU-T Recommendation G.829, “Error perform@aeeents for SDH multiplex and
regenerator sections,” Geneva, Switzerland, Dece2@?.

ITU-T Recommendation G.831, “Management cidipiab of transport networks
based on the synchronous digital hierarchy (SDBgheva, Switzerland, March
2000.

ITU-T Recommendation G.841, “Types and charastics of SDH network
protection architectures,” Geneva, Switzerland 0Det 1998.

ITU-T Recommendation G.842, “InterworkingSidH network protection
architectures,” Geneva, Switzerland, April 1997.

ITU-T Recommendation G.872, “Architectureopfical transport networks,”
Geneva, Switzerland, November 2001.

ITU-T Recommendation G.957, “Optical intedador equipments and systems
relating to the synchronous digital hierarchy,” @ea, Switzerland, March 2006.

ITU-T Recommendation G.958, “Digital line tgras based on the synchronous
digital hierarchy for use on optical fibre cablegWithdrawn]

ITU-T Recommendation G.1070, “Opinion mddelvideo-telephony applications,”
Geneva, Switzerland, April 2007.

ITU-T Recommendation G.7041/Y.1303, “Gen@&aming procedure (GFP),”
Geneva, Switzerland, Geneva, Switzerlandola®r 2008.

ITU-T Recommendation G.7042/Y.1305, “Lirdpeacity adjustment scheme (LCAS)
for virtual concatenated signals,” Genewsit&rland, March 2006.
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G.7043  ITU-T Recommendation G.7043/Y.1348jrtual concatenation of plesiochronous
Y.1343 digital hierarchy (PDH) signals,” Geneva,i@erland, July 2004.

G.8251 ITU-T Recommendation G.8251(G.otnjit), “Tdentrol of jitter and wander within
the optical transport network (OTN),” Geneva, Seitand, November 2001.

H.224 ITU-T Recommendation H.224, “A real time qohprotocol for simplex
applications using the H.221 LSD/HSD/MLP channe@@gheva, Switzerland,
January 2005.

H.244 ITU Recommendation H.244, “Synchronized aggtien of multiple 64 or 56 kbit/s
channels,” Geneva, Switzerland, July 1995.

H.248.1 ITU-T Recommendation H.248.1, “Gateway oarpprotocol: Version 3,” Geneva
Switzerland, September 2005.

H.248.24 ITU-T Recommendation H.248.24, “Gatewantca protocol: Multi-frequency tone
generation and detection packages,” Geneva, SvatwkrJuly 2003.

H.248.25 ITU-T Recommendation H.248.24, “Gatewantaa protocol: Basic CAS
packages,” Geneva, Switzerland, January 2007.

H.248.28 ITU-T Recommendation H.248.28, “Gatewantaa protocol: International CAS
packages,” Geneva, Switzerland, January 2007.

H.261 ITU-T Recommendation H.261, “Video codecdadiovisual services at p x 64
kbit/s,” Recommendation H.261, Geneva, Switzerldvidrch 1993.

H.263 ITU-T Recommendation H.263, “Video coding limw bit rate communication,”
Geneva, Switzerland, January 2005. (H.263a, H.3B3263 (1999)).

H.264 ITU-T Recommendation H.264, “Advanced vidediag for generic audiovisual
services,” Geneva, Switzerland, March 2005. (Aksmwn as H.264/AVC)

H.281 ITU-T Recommendation H.281, “A far end camawatrol protocol for
videoconferences using H.224,” Geneva, Switzerlalmember 1994.

H.320 ITU-T Recommendation H.320, “Narrow-band eaistielephone systems and terminal
equipment,” Geneva, Switzerland, March 2004.

H.323 ITU-T Recommendation H.323, “Packet-basedimeldia communications
systems,” Geneva, Switzerland, June 2006.
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ITU-T Recommendation M.2101, “Performanceitis for bringing-into-service and
maintenance of international multi-operator SDHhpaind multiplex sections,”
Geneva, Switzerland, June 2003.

ITU-T Recommendation M.3100, “Generic netvimformation model,” Geneva,
Switzerland, April 2005.

ITU-T Recommendation P.563, “Single Endedhidétfor Objective Speech Quality

P.800.1

Assessment in Narrow-Band Telephony Applicatiof&Eneva, Switzerland, April
2004

ITU-T Recommendation P.800.1, “Mean Opirseonre Technology,” Geneva,

P.862

Q.735.3

Q.850

Q.921

Q.931

Switzerland, March 2003

ITU-T Recommendation P.862, “Perceptual etedn of speech quality (PESQ): An
objective method for end-to-end speech qualitysssent of narrow-band telephone
networks and speech codecs,” Geneva, Switzerlatupgry 2001.

ITU-T Recommendation Q.735.3, “Stage 3 mjgtson for community of interest
supplementary services using Signalling SystemM™adVulti-level precedence and
preemption,” Geneva, Switzerland, March 1993.

ITU-T Recommendation Q.850, “Usage of caugklacation in the Digital
Subscriber Signalling System No. 1 and the Sigmgl8ystem No. 7 ISDN User
Part,” Geneva, Switzerland, May 1998.

ITU-T Recommendation Q.921, “ISDN user-netwiaterface — Data link layer
specification,” Geneva, Switzerland, September 1997

NOTE: This Recommendation is published with thalde number Q.921 and 1.441.

ITU-T Recommendation Q.931, “ISDN user-netwiaterface layer 3 specification
for basic call control,” Geneva, Switzerland, M&898.

NOTE: This Recommendation is also included butpudtlished in | series under
alias number 1.451.
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ITU-T Recommendation Q.955.3, “Stage 3 mgson for community of interest
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(MLPP),” Geneva, Switzerland, March 1993.
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(SIP) and Bearer Independent Call Control Protoca6DN User Part,” Geneva,
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